MOVE LT AUDITOR+ DATABASE TO ANOTHER SQL
SERVER

LT Auditor+
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Introduction
The following document outlines the steps involved in moving a LT Auditor+ database hosted on one SQL
server to another.

Note: It is recommended that the database is backed up prior to the execution of these steps.

Process Summary
Moving the LT Auditor+ database involves the following steps:

The LT Auditor+ services on all LT Auditor+ Manager machines must be stopped.
Detach the database from the current Microsoft SQL Server.

Attach the database to the new Microsoft SQL server

Configure the LT Auditor+ Manager to point to the new LT Auditor+ database
Configure scheduled reports to run from the new database.

Restart LT Auditor+ service on all LT Auditor+ Manager machines.

N o v ke wN e

When starting the Management Console and Reporting Console, enter credentials to the new
server.

Step 1 - Stopping LT Auditor+ Services
Access the services portal on the LT Auditor+ Manager machine and stop the following services:

e LT Auditor+ Inspector Service
e LT Auditor+ Service

G4 Services - o X
File Action View Help

& T E= HEl >»®nwn

~. Services (Local) < Services (Local)
LT Auditor+ Inspector Service Name a Description Status Startup Type Log On As N
. o)X Link-Layer Topology Discov... Creates a N... Disabled Local Service
Stop the service -.Q"; Local Session Manager Core Windo... Running Automatic Local Syste...

Restart the service

> LT Auditor+ Inspector Service Running  Automatic Local Syste...

-.‘;"; LT Auditor+ Service Running  Automatic Local Syste...

-.C;’; LT Auditor+ Syslog Server LT Auditor+... Running Automatic Local Syste...

«f,;’; LTA_WAR _Service LTAuditor+ ... Running Automatic bldragon\...

Gk Microsoft (R) Diagnostics H... Diagnostics ... Manual Local Syste...

Gk Microsoft Account Sign-in ... Enables use... Manual (Trig...  Local Syste...

-.C;"; Microsoft App-V Client Manages A... Disabled Local Syste...

-f,"’; Microsoft Edge Update Serv... Keeps your ... Automatic (D... Local Syste...

& Miceacn 64 Cdmn llndabn Cans  Vanneviniie Adaniin | (Tein Lasal Corbn ~

'\ Extended { Standard /
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Step 2 - Detach database from current server

1. Run the Microsoft Management Studio to access the current database server and detach the
database as shown below. In this example we will call the database LTAProductionDB.

k2 Microsoft SQL Server Management Studio

File Edit View Tools Window Community Help

| 0 New Query | | £ 6B | Oy | 5 B 3 | 0

Object Explorer

Connect~ | @3 &3 wm T 2] &
= Ld BLWOBRZES64 (SQL Server 10.0.2531 - TEXAS\admini:
[= [ Databases
[ System Databases
[ Database Snapshots
| J LTAArchiveDB
W
2 gcurity MNew Database...
[ Server Ob New Query
[ Replication
[ Manageme
1 5QL Serve

Script Database as »

Tasks » Detach...

2. Once the database is detached you can safely copy the files associated with the database to the
new location that hosts the new database server. The files will have the extensions .MDF and(or)
.LDF as shown below:

mame I waLe mmuunicu I 1YPe I e l
[_7;-' LTAArchiveDB.mdf 912312011 6:27 PM SQL Server Databa... 3,328 KB
| & LTaarchiveDB_log.LDF 912312011 6:27 PM SQL Server Databa... 3,840 KB
@ LTAArchiveDBOA, mdf 5/10§2011 9:55 AM SQL Server Databa. .. 3,326 KB

[- LTAProductionDB. mdf a/29/2011 8:37 &M SQL Server Databa. ..

| & LTAProductionDE_log.LDF 912312011 6:27 PM SQL Server Databa... 10,176 KB

3. LT Auditor+ database files can grow very large and please ensure there is sufficient drive space on
new SQL server. It can take a very long time to copy a large file so plan accordingly.
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Step 3 - Attach database on new Microsoft SQL Server

1. Once both *.MDF and(or) *.LDF files are copied they can be reattached to new SQL Server as
shown below using Management Studio for SQL Server.

‘ Attach Databases Mi=] E3
Selectapage L8 Script ~ %) Help

4 General

Databases to attach:

_J MDF File Location Database ... IAtlachAs I Owner I Status | Message I
| D:\Program Files\Mi.. .| LTAProdu.. LTAProdu.. TEXAS..

Add... I Remove |

"LTAProductionDB" database details:
Original File Name File Type I Current File Path Message l

C 2 LTAProductionDB....  Data D:\Program Files\Micros...

LTAProductionDB_I...  Log D:\Program Files\Micros...

L

Server
BLWOBR2ESE4

Connection:
TEXAS\administrator

47 View connection properties

Progress 1

Ready

Add Catalog... I Hemove |

oK | Cancel |

4
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Step 4 - Configure the LT Auditor+ Manager to point to the new LT Auditor+ database

Due to security reasons moving a database would require a tool/utility from Blue Lance, to decrypt and
encrypt configuration files that connect the LT Auditor+ Manager to the database. Please call or email

your Blue Lance support to request for the Decrypt-Encrypt tool. This utility can only be released to
authorized personnel within the company.

1. Copy the following files from the folder ‘\Program Files\Blue Lance, Inc\LT Auditor+\Security
Management Framework\Config\’ to a temporary folder:

e “MachinelD.xml
*  DBConfig.cfg”

2. Run the Encrypt-Decrypt tool and select the files as shown below:

Encrypt/Decrypt

Encrypted File
ID AMisc Apps\Decrypt Tools\Server Info\DBConfig.cfg

Decrypted File
ID:\Misc Appsi\Decrypt Tools\Server Info\DBConfig. xml

oL

—GUID
MachinelD.=ml File

I D:\Misc Apps\Decrypt Tools\Server Info\kMachinelD.xml
Guid [from Machinel D.xml)
| {0B378140-A43C-4422-8674-44580F 366D 4}

—For SPE For SPE with FIPS

Encrypt File | Decrypt File I Encrypt File Decrypt File

3. Click on Decrypt File and you will see file called DBConfig.xml. Open the file using notepad and
make the changes highlighted below to put the parameters for the new Microsoft SQL Server.

<MSssQL>
<ServerName>NewSQLServer/ServerName>
<Database>LTProductionDB</Database>
<ConnectionType>0</ConnectionType>
<UserName />LTADBUser

<Password />MySecurePassword
</MSSQL>
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Note: if you use Microsoft SQL Server authentication, you won’t see a UserName or Password.

4. Once you make the changes, click on Encrypt button and copy the two files back to the \Program
Files\Blue Lance, Inc\LT Auditor+\Security Management Framework\Config\’ folder.

5. Please delete the file DBConfig.xml for security reasons.

Step 5 - Configure scheduled reports to run from the new database.

If you have scheduled reports, you will need to change\modify the database settings to ensure that all
scheduled jobs can run.

1. Highlight a scheduled report and click on Modify.

2. Select the Database Connection profile and modify the database credentials to connect to the
new database.

Statement Name 1l
User Accounts Created |
Scheduled Report Tasks (O] x}
Task Name | Report Query Name | Start Date & Time | Fr... | Next Run Time I Last Run Time | Modify... I
Test User Accounts Created Report  9/29/2011 11:14:00 M  Daily  9/30/2011 11:14:00A8M  Never Run
Default Reports 6/13/2011 3:.00:00AM  Daily 9/30/2011 3:00:008M  9/29/2011 3:00:00 & Delete |
Default Reports 6/13/2011 2.00:00A4M  Daily 9/30/2011 2.00:00 8M  9/29/2011 2:00:00 &

Default Reports 6/13/2011 1:00:00AM  Daily 9/30/2011 1:00:00 M  9/29/2011 1:00:00 &
st scheauter T
Del Report Scheduler ' X| EH 12:00:00

11 £
Database Connection Details [ X |

Connection Settings

— Database Connections

bnnection Name: |<cheduled Reports
|Schedu|ed Reports
Add... I Modify... I i Microsoft SQL Server ¥
Microsoft SQL Server Settings
BLWOSRZES64

atabase: |LTAPRODUCTIONDBE

I

3. Ifall scheduled jobs use the same profile no more changes are needed otherwise make the
changes on all profiles.
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Step 6 - Restart LT Auditor+ service on all LT Auditor+ Manager machines

1. Start the LT Auditor+ service on the LT Auditor+ Manager.

2. Monitor the Windows application log for events 4013 and 4012 to ensure that audit data is rolling

up into the database. Rollup typically takes place every 15 minutes.
_-_—

File Action View Help

Lo Aeal Eall 7 Nae

i Server Manager (BLWOSR2ES64) Application  MNumber of ev
é-‘) Roles

Features
= Diagnostics

= {3] Event Viewer

978 (1) New events available

Date and Time mm Task Categor

o amM LT Auditor+ 4012 None
12011 9:53:27 AM LT Auditor+ 4013 None

Information

@Information

3 Custom Yiews @Information 9/29/2011 9:52:27 AM LT Auditor+ 4012 MNone
= :i‘. Windows Logs @Information 9/29/2011 9:52:26 AM LT Auditor+ 4013 None
g Application Information 9/29/2011 9:51:26 AM LT Auditor+ 4012 None
i Security Information 9/29/2011 9:51:25 AM LT Auditor+ 4013 Mone
-%I. Setup @Information 9/29/2011 9:50:25 AM LT Auditor+ 4012 None

Step 7 - Change Server Name for Management and Reporting Consoles

When launching the Management Console or Reporting Console, make sure to enter the proper
credentials to the new Microsoft SQL Server.

Database Connection Details X

i Microsoft SQL Server ¥

[ ovsonsatsemersettoos

LTAProductionDB
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Step 8 - Setup database archiving and deletion jobs.

Create a new SQL job and setup the LT Auditor+ archiving and deletion job (LTAArchiveDB_Job). Please
ensure this job is configured similar to settings on the old SQL server.

Connect~ ¥ 7¥ G M

= @ EC2AMAZ-IASMKCJ (SQL Server 15.0.2095.3
Databases

Security

Server Objects

Replication

PolyBase

Always On High Availability

Management

FEEEEEB®

Integration Services Catalogs
= »3 SOL Server Agent
=] Jobs
=
[*3) LTAProcess_LoginSummary
[%] syspolicy_purge_history
@¥ Job Activity Monitor

Alerts
Operators
Proxies
Error Logs
%] XEvent Profiler
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