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Special Conventions

The following special icons are used in this document to alert the reader to important pieces of
information:

Description

WARNING: Alerts the reader to a potential action, practice or situation that can
result in major damage to data or the system. Damage is permanent and irreversible.
Results may be contrary to what is expected or intended.

CAUTION: Alerts the reader to a potential action, practice or situation that can
result in minor damage to data or the system. Results may be contrary to what is
expected or intended.

NOTE: Extra or supplementary information that needs to be emphasized to the
reader. Can provide further context, instructions or understanding

TIP: Useful tips or pointers that can help the reader while they are using the product
or this document.
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Chapter 1 — About the Document

This chapter provides a general overview of this document and contains following major subsections.

eDocument Purpose

e Document Audience

e Document Scope

« Using this Document

« Getting Technical upport

Document Purpose

This document is intended to serve as a document that best describes the procedures and steps for
Installing LT Auditor+. It focuses on the prerequisites, system requirements and pre-installation of LT
Auditor+.

Document Audience

This document is intended for the following users:
® Team or person responsible for using the LT Auditor+ application.
e Team or person entrusted with deploying LT Auditor+ in the environment.

Document Scope

The scope of this document includes information that will help you understand the
functionalities of LT Auditor+.
The scope includes the following major topics:

e System requirements for LT Auditor+.

e [nstallation of LT Auditor+.

) | LT Auditor+ Installation Guide



Using this Document

This section explains the installation and configuration of the LT Auditor+ 9.

Document Structure

The document is divided into the following chapters:
About the Document Provides information about this document,
including what it is used for, who should read it,
what it contains, how it is presented and how it

is used.
About LT Auditor+ Installation Provides information about LT Auditor+ and its
Guide components. Provides the details on how to

install LT Auditor+.
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TERMS

Workspace An LT Auditor+ workspace is created in a Microsoft SQL or Oracle
database. It contains all the required configuration information to host a
working implementation of LT Auditor+ within an enterprise. The
configuration information includes the agents that are configured within
the setup, the manager machines that will consolidate the data collected by
agents and all required LT Auditor+ policy information used to collect
and report on the audit data.

Manager A manager machine performs two major roles within the workspace. It
deploys agent group policies to all the agents within the group that it
services. It also performs the function of consolidating data received from
the agents into the database.

Manager Group A manager group is an administrative group consisting of one or more
managers. They contain policies that define its consolidation of data from
the agents and audit policies pertaining to the manager.

Windows Agent An agent is a Microsoft Windows server/workstation in which LT Auditor+
is installed for auditing purposes. The LTA agent can be configured to collect
audit data from the event logs on that machine. Windows agents reside in a
Windows agent group that is configured and managed by a

manager in that workspace.

Windows Agent An agent group is an administrative group consisting of one or more

Group Windows agents that contain audit policies and settings pertaining to

those agents. The Windows agent group is assigned a primary manager

from the workspace, which handles policy deployment to and data
consolidation from agents in that group.

Event Log An event log is a database that maintains information about program,
security and system events on your computer. There are three standard
event logs created on Windows operating systems:

e Application
e System
e Security

Jobs An event viewer is an application that allows you to view and configure
event logs on the computer system. Tasks are scheduled to run at a
specified time such as daily, weekly or monthly. LT Auditor+ includes
the following jobs:

> Transfer Job — Creates files that contain events collected from
the system and transfers these files to the manager. It also
manages logs to ensure that transferred files are backed up, and
old backed up files that are no longer required are deleted from
the system.

> Rollup Job — Transfers rolled up or files merged into a
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consolidated database defined by the manager settings on
the system. Files can be rolled up to high-end relational
databases or data files such as:

e Microsoft SQL
e Oracle
e XML
This job is performed on the manager.

» Scan Job — this job, performed by the Agent Status
Monitoring Utility, monitors agents in regard to availability,
group membership assignment, data transfer, and version
information. This feature can also be configured to sendthe
gathered information via email alerts. Real-time alerts are sent
using this feature.

SysLog

Daemon Settings

Daemon Settings in SUSE Linux are the settings to change the services
through the given properties.

LDAP Settings LDAP setting is modified to get information regarding eDirectory.

Shared Folder A Shared folder is created by service during first polling. Its format is
Machine name_linux. User has to provide shared folder settings, which is a
primary user due to which shared folder is created.

SUSE Linux Agent SUSE Linux agent group is an administrative group consisting of one or

Group more SUSE Linux agent(s) that contain audit policies and settings

pertaining to those agents. This agent group is assigned a primary
manager from the workspace, which handles policy deployment to and
data consolidation from agents in that group.




Architectural Workflow

Wi
Rq)t'um

SIM Sypstem

The above graphic depicts the LT Auditor+ architecture in three tiers. The first tier represents all audited
agents, namely Windows servers/workstations, SUSE Linux servers, NAS devices and any audited device.
The second tier represents the LT Auditor+ Manager. Bidirectional communication between the managers
and agents is encrypted and secure. Audit policies are deployed from the manager to agents, while audit
data is sent from agents to the manager. The third tier represents the database that stores all the
configurations and audit data. The manager is tasked with inserting audit data received from agents into
the database and also monitor for policy configuration updates that need to be deployed to agents.




Chapter 2 — Install LT Auditor+

This section provides an overview of how the LT Auditor+ is installed and configured. Included in this
section are systems requirements, prerequisites and steps required to install LT Auditor+.

Systems Requirements

System requirements for LT Auditor+ components are provided below:

LT Auditor+ Database

Supported databases
e Microsoft SQL 2014, 2016, 2017, 2019
e Microsoft SQL 2017 & 2019 Express Editions (supported only for evaluation)
e Oracle9i, 10g,11g, 12
Please visit the vendor website for hardware requirements for the database.

LT Auditor+ Manager
Operating system
e Microsoft Windows Server 2012R2, 2016 or 2019 with latest service packs
Hardware
¢ RAM: 4 GB RAM
e Hard Disk: 200+ GB
Software
e  Microsoft .NET 4.0

LT Auditor+ Manager Console
Operating system
e Windows 10, Windows Server 2012R2, 2016, 2019
Hardware
e RAM: 4GB RAM
e Hard Disk: 5+ GB
Software
e Microsoft .NET 4.0

LT Auditor+ Report Console
Operating system
e Windows 10, Windows Server 2012R2, 2016, 2019
Hardware
e RAM: 4 GB RAM
e Hard Disk: 10+ GB
Software
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e Microsoft .NET 4.0

LT Auditor+ Agents

Microsoft Windows Agents
e Windows 10, Windows Server 2012R2, 2016, 2019

e  Minimum 2GB of RAM
e .NET4.0
500 MB of disk space

SUSE Linux Agents
e (OES201515 and OES2018 with latest updates

e 512 MB RAM
e 500 MB of disk space

LT Auditor+ Installation Overview

The following items have to be installed to implement LT Auditor+.

e Create LT Auditor+ databases.

o Install the LT Auditor+ Manager.

e Install LT Auditor+ Manager Console
e Install LT Auditor+ Report Console

e Install LT Auditor+ Agents.

Create LT Auditor+ Databases

LT Auditor+ databases can be created either on Microsoft SQL Server or Oracle. Two databases need
to be created, namely Production and Archive. For Microsoft SQL Server, users have an option of
creating the databases automatically during the installation of the LT Auditor+ Manager. However, for
Oracle, the databases must be created using the scripts provided. Scripts have also been provided to
create databases on Microsoft SQL Server directly if customization is required.

For detailed instructions on directly creating LT Auditor+ databases, please refer to Appendix A.




Installing the LT Auditor+ Manager

Prerequisites for the LT Auditor+ Manager installation

e  Meet the system requirements outlined above.

e Have access to either a Microsoft SQL Server or Oracle database.

e Installer must have administrative privileges to install LT Auditor+.

e For the Windows platform, Windows auditing policies must be set up as per guidelines
in Configuration Guide.

e Firewall setting on all machines must be checked to ensure that port 2877 is open.

Installation Steps
To install the LT Auditor+ Manager, use the following executable file:

e Setup_SMF_x64.exe —Windows 64-bit operating systems

In this section, the term Setup.exe will be used to refer to Setup_SMF_64.exe or Setup_SMF_x86.exe.

1. RunSetup.exe file from the root of the installation folder to launch the installation of the LT
Auditor+ Manager.




LT Auditor+ Security Management Framework - InstallShield \iizard

Welcome to the InstallShield Wizard for LT Auditor+ Security Management
Framework

The InstallShield \Wizard will install LT Auditor+ Security Management Framework on your
computer. To continue, click Next.

InstallShield | <Back H

2. Click Next to bring up the License Information screen.
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LT Auditar+ Security Management Frarmework - InstallShield Wizard @

Licenze Information

Software Licenze Agreement

IMPORTAMT - READ CAREFULLY: This iz a legal agreement between you and Blue Lance, |
Inc. by which certain software (and accomparnying materials) are being licensed, nat sold, to
wou. Bu clicking the '| accept the terms of the license agreemeant’ icon, you agree to the terms
and conditions of thiz Agreement.

If wou do not agree to thesze terms and conditions, you are not licensed to use the Software;
therefore, pou must not ingtall the software and you must prompthy return the Software
[including all accompanying maternialz] to Blue Lance, Inc.

If wou return this software within ten [10] dayz, together with proof of payment, to the place of
purchaze, you will receive a full refund of any license fee paid for this sofbware.

Thiz Saftware License Agreement [Agreement’] iz entered inta by and between BLUE
LAMCE, IMC. ['Blue Lance'] and the entity identified in the Blue Lance Invoice as the licenzes
of the software [Licensee’).

1. DEFIMNITIONS.
'Licensed Capacity' iz the masimum number of i) servers, workstations, or ather devices upon
which the Software may be inztalled and uzed at any time, and/or [ii] users that may uze

InstallShie d ¢Back || Newt> Cancel |

3. Please read the license and if acceptable click on “I accept the terms of the license agreement.”
4. Click Next to proceed. There will be a prompt to select installation of a manager or agent on the
machine.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Select Instance

nce you want to install.

Please select the instance that you want to install

Agent
Installs LT Auditor+ Agent Components on this Computer.

Manager
Installs LT Auditor+ Manager Components on this Computer.

InstallShield | < Back H Next > J

5. Click Manager to display the database setup screen.
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"LT Auditor + Security Management Framework - InstallShield Wizard ==
LT Auditor+ Database Configuration
LT Auditor+ Databa

The LT Auditor+ Manager requires a connection to either a Microsoft SGL Server or Oracle
database to complete the installation,

Microsoft SOL Server

IristaliSheld [ < Back H Next > J l Cancel J'

6. Select a database for the LT Auditor+ Manager and click Next to continue. This manual will
assume that Microsoft SQL Server has been selected.

NOTE

For Oracle, please ensure that the LT Auditor+ Database has been
created, as outlined in “Appendix A,” prior to clicking on the Next button.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Microsoft SQL Server

ft SOL Server database can be configured automatically for LT Auditor+, during this

S natively the database can be configured manually as per instruction in the LT
uuu:lltur+ installation guides.

Do you have an instance of Microsoft SOL Server?

@ Yes
O No

Notc If you do not have access to Mluo oft SOL Server, a SOL Express edition can be

rosoft.com/express/D atabase/

llation, download and install desired
SOL E wpress Pdllan and start the LT Auditor+ setup process again.

InstallShield < Back H Next > J

7. Click Yes to proceed to the Customer Information screen.

NOTE

If an instance of Microsoft SQL Server is not available, a free Microsoft
SQL express edition can be downloaded from

http:/www.microsoft.com/express/Database/

We do not recommend that the express edition be used for production due to
limitations in the size of the database growth permitted.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Customer Information

Plea nter your information.
e enter your Name and Company Info
User Name:

bluser

Company MName:

bluser_corp

InstallShield | < Back H Nest > | Cancel |

8. Enter your name and company information.
9. Click Next.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Choose Destination Location

ect folder where setup will install

Setup will install LT Auditor+ Security Management Framework in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select another
folder.

D

CALALT Auditor+4Security Management Framework',

InstallShield

10. Click Next if the destination location is satisfactory; otherwise, click Browse to select a new
location.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Start Copying Files

ttings before copying fi

Setup has enouah information to start copying the program files. |f you want to review or change
any settings, click Back. If you are satisfied with the settings, click Next to beain copying files.

Current Settings:

Setup Type:
Manager

User Information:
bluser
bluser_corp

Destination Folder:
C:\Program Files\Blue Lance, InchLT Auditor+\Security Management Framework’,

Contact:
Blue Lance, Inc.
410 Pierce Street
Suite 303
Houston, TX 77002

Phone:

4

InstallShield < Back H

11. Review the specified settings.
12. Click Back to make any changes; otherwise, click Next.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Setup Status

LT Auditor+ Security Management Framework is configuring your new software installation.

Copying new files

InstallShield

13. Progress will be shown as the files are copied to the selected location. After the files have been
copied, the installation progresses to the database setup screens.
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[ TR R i T o |
LT Auditor + Security Management Framewark Setup. [3e)

Install LT Auditor+ Database

Do you want to install LT Auditor+ Database?

~Install LT Auditor+ D atabases \
* Yes

" No

Blue Lance, Inc, Installation -
Back H Mest > I Cancel

14. Select No if the LT Auditor+ databases have already been created and proceed to step 23 for
setting up Database Connection Information. Select Yes if you want to create the LT Auditor+
databases (for Microsoft SQL Server only). The next screens deal with connecting to the
Microsoft SQL Server and creating these databases.

NOTE

For Oracle, the databases must be created manually prior to this installation process. For
Microsoft SQL Server, the LT Auditor+ databases can also be created manually, as specified in “APPENDIX

A,” or through this setup program by clicking Yes above.




LT &uditor+ Security Managerment Framework Setup

Install LT Auditor+ Databases

Pleaze provide the credentials to log into the database server.

—Microzoft SOL Server Settings

Database Server: |10.6.0.61

" Windows authentication

o SOl Server authentication

Login ID: Isa

Password: I********

Blue Lanece, Tnc, Instailztion
< Back Mewxt > Cancel

15. Specify the database server name.

16. The connection mode. For Windows authentication, the current user should have the
appropriate credentials on the SQL server; otherwise, select a database user. Use the Test
Connection button to check the credentials.

17. Click Next to proceed.
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LT &uditor+ Security Managerment Framework Setup

Install LT Auditor+ Database

Y'ou can create both Praduction and Archive databaze during thiz
inztallation. Pleaze provide the database details.

v Create Production D atabase — ¥ Create Archive Database
Databagze Name: || TAProductionDB Database Name: || TadrchiveDB
— ¥ Create User — ¥ Create User
User MWame: ILT.ﬁ.F'deuctiu:unDBLlser User M arme: ILT.ﬂ.ﬁ.rchiveDBUser
Paszword: I’“‘”“’“"“‘ Paszword: I’“"“"“‘xx
Confirm Passward: I’“‘”“’“"“‘ Confirm Paszward: I’“"“‘“’“"“]

Bfve Lance, fnc, Instaifation
< Back | Memxt > I Cancel

18. If you choose to create a database user for each LT Auditor+ database, enter a password. It is
not necessary to have a database user created, and if you choose not to, uncheck the Create User
check boxes.

19. Click Next to proceed.

NOTE

Password complexity requirements may have to be met.




LT &uditor+ Security Managerment Framework Setup

Install LT Auditor+ Database

Click Install buttan ta install LT Auditar+ D atabaze.

Production D atabase: LTAProductionDE Archive Databaze:  LTAAchiveDB

| -

Bfve Lance, fnc, Instaifation
< Back Irtall Cancel

20. Click Install to create the LT Auditor+ databases as shown below.




LT Auditor+ Security Managerment Framework Setup

Install LT Auditor+ Database

Click Install button o ingtall LT Auditar+ Databaze.

Production D atabase: LTAProductionD B Archive Databaze:  LTAArchiveDB

|F'n:uduu:ti-:un D atabaze Created. -
Production Databasze Tables Created. il
Production Database Procedures Created.
Production Database Views Created.

Production Database Initial Data Inserted.

m

Archive Databasze Created.

Archive Databaze T ables Created.
Archive Databaze Procedures Created.
Archive Databaze Yiews Created.
Archive Databaze Initial Data Inzerted.

Biuve Lance, Inc. Installztion

< Back | Mewt » I Cancel

21. Click Next to proceed to the Database Connection Window.




LT &uditor+ Security Managerment Framework Setup

Provide Database Connection Information

Databaze will host LT Auditar+ Paolicies and Data

—Databaze Type:
Database Type:

—Databaze Connection [nformation

Database Server: |-||:|_5_|:|_|31

Database Name: |LTﬂF'r-:uduu:tiu:unDE

7 Windows authentication
¢ S0OL Server authentication
Login ID: ISE‘

Password: Imwxxx

Test Connection

Bfve Lance, fnc, Instaifation

< Back | Memxt > I Cancel

22.
23.
24.
25.
26.
27.
28.

Select the Database Type.

Select the Database Server.

Select the name of the primary LT Auditor+ database. The default is LTAProductionDB.
Select the mode of database authentication.

If using a database user, enter the login username and password.

Click Test Connection to ensure that there is a valid connection.

Click Next to continue.

NOTE

For database type selection of Oracle, you will be prompted to enter the host string,

username and password. The credentials used here will be used by the LT Auditor+ Manager Windows
service to connect to the LT Auditor+ database.
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LT Auditor+ Security Management Framework Setup X

Provide Manager Assignment Information

Manager will be added to the specified Manager Group

[
~ Manaager Assignment Information
Workspace Name: |CORP|
Select Manager Group: I Ll
Port Number: |2877
Blue Lance, Inc. Installation
< Back | Next > Cancel

29. Enter a workspace name. (Please review the Terms section above for description of
workspace.)

30. Select a manager group. If this is the first LT Auditor+ Manager, click New to add a
new manager group and enter a new group name.

31. Type in 2877 for the port number.

32. Enter the serial number or click on the Trial check box as shown below.




LT Auditor+ Security Management Framework Setup

Provide Manager Assignment Information

Manager will be added to the specified Manager Group

—Manager Assignment Information

Workspace Name: |CORP

Port Number: |2377

Select Manager Group: z

Blue Lance, Inc. Installation
<Back [[ Next> |

Cancel |

33. Click Next to continue.




LT &uditor+ Security Managerment Framework Setup

Install LT Auditor+ Service Component

Pleaze provide service dizplay name and the account under which
service will run.

—General

Service Mame:

Dizplay Mame: LT &uditar+ Service

—Log On Az

&+ Local System Acount

" This Acourt; I

FPaszward: I

Confirm Paszward: I

Bfve Lance, fnc, Instaifation
< Back | Memxt > I Cancel

34. Click Local System Account for the LT Auditor+ service to use the local system account;
otherwise, enter credentials to log on as a specified account.
35. Click Next for service registration.

NOTE

When the LT Auditor+ service uses a specific account, it is recommended that this account
has local system administrator privileges.

P "

LT Auditor+ Installer

:I The 'LTA Service' service registered and started successfully,

oK




36. Click OK to continue to the Wizard Complete screen.

LT Auditor + Security Managerment Framewaork - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing LT Auditor+ Security Management Framework on your computer.

2

7>

InstaliShield | (Finish Cancel

37. Click Finish to complete the installation of the LT Auditor+ Manager.
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Installing LT Auditor+ Manager Console

The LT Auditor+ Manager Console or Management Console is the application used to configure policies
and manage Windows agents. It can be installed on any Windows workstation or server. Please review
the Configuration Guide for instructions on how to use this application.

Prerequisites for the LT Auditor+ Manager Console Installation

e Meet the system requirements outlined above.
¢ Installer must have administrative privileges to install on Windows machine.

Installation Steps

To install the LT Auditor+ Manager Console, use the following executable file
e Setup_MC_x64.exe - Windows 64bit operating systems

In this section, the term Setup.exe will be used to refer to Setup_MC_64.exe.

1. Run Setup.exe file from the root of the installation folder to launch the installation of the LT
Auditor+ Manager Console.

If the application detects that Microsoft .NET 4.0 is not installed on the machine, the wizard will prompt
you with a message to install. After Microsoft .NET 4.0 is installed, the welcome screen will be shown.




———"

Management Console - InstaliShield Wizard %%}

Welcome to the InstallShield Wizard for LT Auditor+ Management Console

will install LT &uditor+ Management Console on your computer. To

InstaliShicld

2. Click Next to continue to Customer Information screen.
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nt Console - InstaliShield Wizard %X}

Customer Information

e enter your information.

Please enter your Kame and Company Info

User Mame:

Company Mame:

bluser_corp

InstaliShicid [ < Back H Hext> ] [ Cancel T

3. Enter your name and company information.
4. Click Next.
5. This will display Choose Destination Location as shown below.
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Choose Destination Location

:tup will install files.

Setup will install LT Auditor+ Management Console in the following folder.

To install t this folder, click Mest. Toinstall taoa different folder, click Browse and select another
folder.

Destination Folder

ABlue Lance, Ine ALT Suditor+iManager Console’ Browse...

e = £ = N ... B
InstaliShicid i Mext > : I Cancel ?

6. By default, the product will be installed in the folder C:\Program Files\Blue Lance, Inc.\LT
Auditor+\Manager Console\

7. Click Browse to change the install path.

8. Click Next. The review creen will be displayed as shown below.
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LT Auditor+ Management Console - InstallShield Wizard X
Start Copying Files

Re ettings before copying files.

s enough information to s opying the program files. |f you want to review or chan
s, click Back. If you are fied with the settings, click Next to begin copying files.

Current Settings:

User Information:
bluser
bluser_corp

Destination Folder:
C:AProgram Files\Blue Lance, IncALT Auditor+\Manager Consalely

Contact:
Blue Lance, Inc.
410 Pierce Street
Suite 303
Houston, TX 77002

Phone:
[800)-856-2583
[713)-255-4800

InssaliShield l Cancel |

9. Review the information selected.

10. If there are any changes that need to be made, click Back and make corrections.

Otherwise, click Next
to start copying files onto the machine.
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nt Console - InstaliShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard b ssfully installed LT Auditor+ Management Console: Click Finish
to exit the wizard.

ic t; o H : ‘l
InstaliShicid I Cancel ?

11. Click Finish to complete installation of the Manager Console.
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Installing LT Auditor+ Report Console

The LT Auditor+ Report Console, or Reporting Console, is the application used to report on audit data
collected using LT Auditor+.

Prerequisites for the LT Auditor+ Report Console Installation

e Meet the system requirements outlined above.
¢ Installer must have administrative privileges to install on Windows machine.

Installation Steps

To install the LT Auditor+ Report Console, use the following executable file:

e Setup_RC_x64.exe — Windows 64-bit operating systems
In this section, the term Setup.exe will be used to refer to Setup_RC_64.exe.

1. Run Setup.exe file from the root of the installation folder to launch the installation of the LT
Auditor+ Report Console.

If the application detects that Microsoft .NET 4.0 is not installed on the machine, the wizard will prompt
you with a message to install. After Microsoft .NET 4.0 is installed the welcome screen will be shown.




LT Auditor+ Reporting Console - InstallShield Wizard

Welcome to the InstallShield Wizard for LT Auditor+ Reporting Console

The InstallShield \Wizard will nstall LT Auditor+ Reporting Console on your computer. To continue,
click Mexst.

2. Click Next to continue to Customer Information screen.
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LT Auditor+ Reporting Console - InstallShield Wizard

Customer Information

Please enter your information.

Please enter pour Name and Company Info

User Name:

BL-User

Company MName:

bluelance

InstaliShield

3. Enter the username and company name under which this product will be registered.
4. Click Next to display Choose Destination Location as shown below.
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LT Auditor+ Reporting Console - InstallShield Wizard

Choose Destination Location

stup will install files.

Setup will install LT Auditor+ Reporting Console in the following folder.

To install to this folder, click Nest. To install to a different folder, click Browse and select another
folder.

Destination Folder

C:A . ABlue Lance, IncALT Auditor+\Reparting Console’,

T

5. By default, the product will be installed in the folder “C:\Program Files\Blue Lance, Inc.\LT
Auditor+\Report Console\”

6. Click Browse to change install path.

7. Click Next to proceed to the Review screen.
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LT Auditor+ Reporting Console - InstallShield Wizard

ing Files

as before IZ:IZI[II},'iI‘lg files.

Setup has enough information to start copying the program files. If you want to review or change
any settings, click Back. |f you are satisfied with the settings. click Next to begin copying files.

Current Settings:

User Information:
BL-User
bluelance

Destination Folder:
C:\Program Files\Blue Lance, InchLT Auditor+\Reparting Consolel

Contact:
Blue Lance, Inc.
410 Pierce Street
Suite 303
Houston, TX 77002

Phaone:
(800)-856-2583
[713)-255-4800

InstaliShicld | <Back H  Next >

....................

Cancel

8. Review the information selected.
9. Click Back to make changes and corrections; otherwise, click Next to start copying files onto the
machine.

With a new LT Auditor+ installation, certain reports containing commonly queried data can be
generated and sent regularly via email as a default setting. These default reports may be deleted or
modified at any time. The database and email settings will be determined upon installation of the
Report Console. The following reports may be scheduled:

o Failed Login Report

e Users Created Report

e Users Deleted Report

e Users who were made members of the Enterprise Admin Group
e Users who were made members of the Domain Admin Group
e Accounts Enabled or Disabled Report

e User Accounts Change Password Report

e All Group Policy Modifications Report
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When installing the Report Console, the Installation Wizard will now guide the user to determine database
connection settings and SMTP settings needed to generate and send the default reports. The user will be
prompted during installation to determine whether or not default reporting will be enabled. If the user
chooses not to enable default reporting, the default reports will still be stored in the Report Console but
will not be generated or emailed. They may be accessed for scheduling at a later time.

After installation of the Report Console, the following window will appear:

\.‘:) Installation complete, Would wou like ko schedule automatic email delivery of reporks?

wo |

Should the user want to schedule default reports at this time, click Yes. All default reports must be
installed at once; however, unneeded reports can be deleted later. Default reports may be scheduled
after installation is complete through a menu option in the Report Console, as shown in the following
image:

Default Reports Database Connection

Welcome to the Default Report Scheduler

This wizard helps you to schedule the Default Reports, please enter the database
connection details to continue.

— Connection Settings

0

— Microsoft SOL Server Settings

Server: I

Database: |

(" Use NT Integrated Security

— 1* UserName and password

User Name: I

Password: |

Cancel Test Connection Next >

10. Enter credentials to connect with the LT Auditor+ database.
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Default Reports SMTP Settings i

‘SMTP Settings
Please enter the SMTP Settings

—SMTP Settings

SMTP Server Name: |m
Port Number: |25

User Name: l

Password: I

Re-type Password: I

< Back

Next =

11. Enter the credentials required to connect to the SMTP server.
12. Click Next.
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Default Reports Output Settings

Report Output Settings
Please enter the Output Settings

—Report Dutput Settings
From: l
Subject: ILT Auditor+ Report
To: Email &ddress | «+
%
Cc: Email Address |
%

< Back I Schedule I

13. Enter information to enable users to receive automated email messages from LT Auditor+.
14. Click Schedule.
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LT Auditor+ Reporting Console - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing LT Auditor+ Reporting Console on your computer.

InstaliShield - Finishi | Cancel F

15. Click Finish to complete installation.
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Installing LT Auditor+ Agents

LT Auditor+ agents have to be installed on operating systems to audit and monitor user activity. LT
Auditor+ agents can be loaded on the following operating systems:

e  Windows 2012R2/2016, 2019 Windows 7, Windows 10 systems

e SUSE Linux (SLES 10, 11, 12 with OES2, OES2015, OES2018)

The table below lists the machines that need to be installed with LT Auditor+ agents for each of the Blue

Lance products or solutions.

LT Auditor+ Product Name

Target Operating Systems

LT Auditor+ Agents

LT Auditor+ for Active Directory

Windows 2012R2/Windows 2016,
Windows 2019

Agents should be installed on all
Active Directory Domain
Controllers

LT Auditor+ for Group Policies

Windows 2012R2/Windows 2016,
Windows 2019

Agents should be installed on
Active Directory Domain
Controllers

LT Auditor+ for Windows Windows 2012R2/Windows 2016, | Agents should be installed on

Servers Windows 2019 Windows Application or
Member Servers

LT Auditor+ for Windows Windows 7 and Windows 10 Agents should be installed on all

Workstations workstations or laptops that are

to be audited

LT Auditor+ for SUSE Linux for
eDirectory

SLES 10, 11, 12 with OES2,
0ES2015, OES2018

Agents should be installed on all
SUSE servers that host
eDirectory replicas

LT Auditor+ for SUSE Linux for
NSS File Systems

SLES 10, 11, 12 with OESZ,
0OES2015, OES2018

Agents should be installed on all
SUSE servers that host NSS file
systems

This section will cover the installation of LT Auditor+ agents on Windows and SUSE Linux operating

systems.




Installation of Windows Agents

LT Auditor+ agents can be installed on Windows servers and workstations either locally or remotely. For
local installation, a user has to be logged on interactively on the target machine. Remote installation can
only be done from a machine where the LT Auditor+ Manager Console has been installed.

The following sections describe how to perform local and remote installations.

Local Installation

1. Follow all steps up to step #5 for installing the LT Auditor+ Manager, discussed above, to display
the following screen.

LT Auditor+ Security Management Framework - InstallShield Wizard
Select Instance

Select the instance you want to install.

Please select the instance that you want to install

P Agent
g Installs LT Auditor+ Agent Components on this Computer.

Manager
Installs LT Auditor+ Manager Components on this Computer.

InstallShield < Back H Nexst > ] Cancel

2. Select Agent and click Next to proceed to the Customer Information window.
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LT Auditor+ Security Management Framework - InstallShield Wiizard ‘:\
Customer Information

Please enter your information.
Please enter your Name and Company Info

User Name:

Company Name:

bluser_cord

InstallShield | < Back H Next > J

3. Enter your name and company information.
4. Click Next.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Choose Destination Location

ect folder where setup will install

Setup will install LT Auditor+ Security Management Framework in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select another
folder.

D

CALALT Auditor+4Security Management Framework',

InstallShield

5. Click Next if the destination location is satisfactory; otherwise, click Browse to select new location.
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LT Auditor+ Security Management Framework - InstallShield Wizard :';\
Start Copying Files

R 1gs before copying

Setup has enouah information to start copying the program files. |f you want to review or change
any settings, click Back. If you are satisfied with the settings, click Next to beain copying files.

Current Settings:

Setup Type:
Agent

User Information:
bluser
bluser_corp

Destination Folder:
C:\Program Files\Blue Lance, InchLT Auditor+\Security Management Framework’,

Contact:
Blue Lance, Inc.
410 Pierce Street
Suite 303
Houston, TX 77002

Phone:
4

InstallShicld < Back H

6. Review the specified settings.
7. Click Back to make any changes; otherwise, click Next.
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LT Auditor+ Security Management Framework - InstallShield Wizard
Setup Status

LT Auditor+ Security Management Framework is configuring your new software installation.

Copying new files

InstallShield

8. Progress will be shown as the files are copied to the selected location. After the files have been
copied, the installation progresses to the setting up for the LT Auditor+ Windows service screen.
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LT &uditor+ Security Managerment Framework Setup

Install LT Auditor+ Service Component

Pleaze provide service dizplay name and the account under which
service will run.

—General
Service Mame: ||_T,.f.s,_5 ervice
Dizplay Mame: ILT Auditor+ Service
—Log On bg

&+ Local System Acount

" This Acourt; I

FPaszward: I

Confirm Paszward: I

Bfve Lance, fnc, Instaifation
< Back | Memxt > I Cancel

9. Click Local System Account for the LT Auditor+ service to use the local system account.
Otherwise, enter credentials to log on as a specified account.
10. Click Next for service registration.

NOTE

When the LT Auditor+ service uses a specific account, it is recommended that this account
has local system administrator privileges.

LT Auditar+ Installer

:I The 'LTA_Service' service registered and started successfully,

Ok




11. Click OK to continue to the Wizard Completion screen.

LT Auditor+ Security Managerment Framework - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing LT Auditor+ Security Management Framework on your computer.

] Cancel . J ‘

Click Finish to complete the installation.

NOTE

After a Windows agent has been installed, this agent will have to be added to a group
setup using the LT Auditor+ Manager Console. Please refer to the Configuration Guide for instructions on
adding agents to LT Auditor+ groups.
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Remote Installation of the Agent

Prerequisites for the LT Auditor+ Agent Installation

e Meet the system requirements outlined above.

e The LT Auditor+ Manager Console must have been installed to perform remote installation.
¢ Installer must have administrative privileges to install on agent machine.

e Firewall setting on all target machines must be checked to ensure that port 2877 is open.

Remote Installation Steps

1. From the Manager Console, select Options — Remote Install.
2. Windows .Net Framework License Agreement will open.

Microsoft .MET Framework License Agreement

Microsoft .Net Framework End User License Agreement

LT Auditor+ requires Microgoft MET werzion 4.0 or higher. If \MET werzion 4.0 is
not prezent on the system, LT Auditor+ will inztall it.

SUPPLEMENTAL EMD USER LICENSE AGREEMEMNT FOR MICROSOFT SOFTWARE ["Supplemental ELILA"] -

IMPORTAMT: READ CAREFLLLY - These Microzoft Corporation ['Microgzoft”] operating spstem components, including any “onling’ o
electronic documentation [0S Components™] are subject to the terms and conditions of the agreement under which you have licenzed
the applicable Microzoft operating system product described below [each an "End Uszer License Agreement’’ or "ELILA") and the terms
and conditions of thiz Supplemental ELILA. BY INSTALLIMG, COPYING OR OTHERWISE USING THE OS5 COMPOMEMTS, 510U
AGREE TO BE BOUMD BY THE TERMS AMD COMDITIONS OF THE APPLICABLE OPERATIMG 5YSTEM PRODUCT ELLA AMD
THIS SUPPLEMENTAL EJLA. IF 0L DO NOT AGREE TO THESE TERMS AND COMDITIONS, DO NOT INSTALL, COPY OF USE
THE OS5 COMPOMEMTS.

MAOTE: IFv0U DO MOT HAYE AYALIDLY LICENSED COFY OF AMY YERSIOM OR EDITION OF MICROSOFT WIRDOWS 95,
WINDONWS 98, WINDOWS NT 4.0WINDOWS 2000 OPERATIMG S5YSTEM OR AMY MICROSOFT OPERATING SvSTEM THAT 1S A
SUCCESSO0R TO &MY OF THOSE DPERATING S¥STEMS [each an “'05 Product”), ¥OU ARE MOT AUTHORIZED TO IMNSTALL,
CORPY OR OTHERW/ISE USE THE 05 COMPOMENTS AND ¥0U HAVE MO RIGHTS UMDER THIS SUPPLEMENTAL ELILA.

Capitalized terms wsed in this Supplemental EULA and not othenwize defined herein shall have the meanings aszigned to them in the
applicable 05 Product ELILA,

=]

I have read, understood and agree to the terms of the End User License Agreement and so signify by clicking "I
agree" and proceeding to use this product,

s

| do ot agree

Biue Lance, Inc

Install I LCancel Help

3. Select “Iagree.”
4. Click Install.
5. A Select Machines screen is displayed as shown below.
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Select Machines

Select Machines

Select the agent machines to ingtall Please provide the path to copy the remote
itiztallation files.

~Enter Details I administrator credentisls
Machine : I |
Install Path I C:\Program Files'Blue Lance, Inc U=er name ; I =
Agerit Group : I Member Server Group = IFessEE -

Machine Name Agent Grou | Run Install As

0%

Etue Lance, Inc »

Mext: LCancel Help

6. Click on Browse button and browse for the networked machines, or type the machine name or the IP
address of the destination server in the Machine field.
7. Change the Install Path, if desired; the default path will automatically populate the field.

Select an Agent Group name from the drop-down.
9. Check the Administrative Credentials check box to use credentials to authenticate to the target

machine.

®©
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Select Machines

k Enter agent machines to install. Please provide administrator credentials and the path to copy
A the remote installation files.

Enter Details ™ Administrator credentials
Machines [:]
Install Path : C:\Program Files\Blue Lance, Inc User name :

ﬂ
Add

SR 0o Select Computers X
3 Message

Select this object type:

[Computers | | Object Types...
From this location:

[bidragon.com | | Locations..

Enter the object names to select (examples):
’l Check Names

0%

Blue Lance, Inc

Next> Cancel Help

NOTE
- If the target machine is within the same domain, and if the installer had domain admin

privileges, you would not need to check the Administrative Credentials check box. If target machine is not
in the same domain or if the installer is not a Domain Administrator, it is recommended that credentials
for a user that has administrative privileges on the target machine be entered.

10. Click on the Add button and the application will perform checks to ensure that the LT Auditor+
can be installed on the target machine. If errors are found, click on the “plus sign” by the machine
name to view reasons for error. If all checks pass, the message “Ready to install” will be displayed
in the message column as shown.
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Select Machines

Select Machines

Select the agent machines to install. Pleaze provide the path ta copy the remate
installation files.

- Erter Details V¥ Administrator credertials
Machine @ |BL-VPS
Inztall Path I CProgram FilesiBlue Lance, Inc Uzet name : I biincythome:s Addd
Agent Groug IMember Server Group j Password : I*mmmm
3 n 3 i B e B 5 L £ 0 [ " n Lo ts
[F- BL-YPZ 10043 32 Bit COProgram File | Member Server | blincpthomas Ready for inztall

Finizshied wverifying Audit Policy Settings.
Werifying Security Eventlog Settings.
Finizhed wverifying Securty Eventlog Settings.
Maching resdy for Remote Install.|

Blue Lance, Inc

et |

Cancel |

Help

11. Continue to add agents until desired remote agents have been selected.
12. Click Next.
13. The Installation Status window will open as displayed.
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Installation Status E

Installation Status:

Progress statuz of all agents that are being installed:

5 The following servers need to be rebooted in order
43 for LT Auditor+ inztallation to successfully

¥ 100

B
@ G ting Required S crint complete. Please follow any necessary
Eneralng hequred ocrpls - procedures in order to have these servers
@ Copying Files To Remote Machine rebooted.

@ Initiating Fremote Setup il
@ Starting Remate [nstallation
@ Inztalling Pre-Required Components ;I
- @ Inztalling Product Compaonents : ;

@ Completing Installation And Deleting Backup Files Save list to text file... |

Remate Inztall Logs

IP:.100.4.3 -
Successfully created the required files to be
copied

Started copying the required files to the Remote

M achine

Successfully copied the required files ta the

Remote Machine

Starting activitiez on Rermote Machine j

Save log to text file... |

Diane I Help |

14. When the install is complete, any servers that need to be rebooted will be listed in the panel to the
right.

15. To save the list to a text file, click Save List to Text File.

16. If there were any errors during the installation, a file called RemotelnstallLog.txt will get
created in the Program Files’ \Blue Lance, Inc.\LT Auditor +\Manager Console\Install\
folder.

17. Click Done to finish the installation and close the communication loop(s) with the remote installs.

18. The new agent will now be added to the agent group selected.
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Installation of SUSE Linux Agents

Prior to installing the SUSE Linux agents, a Windows share folder needs to setup on the machine hosting
the LT Auditor+ Manager.

Setting up a Windows Share Folder for SUSE Linux Agents

A Windows Shared folder will be used to deploy all policies and configurations for all SUSE Linux
agents. The SUSE Linux agents will also use this shared folder to transfer audit data to the LT Auditor+
Manager. The steps outlined below provide detail on how the Share Folder setting can be configured.
1. Launch the LT Auditor+ Manager Console.
2. Click on any manager group.
3. Right-click on the pane. The options to change Name and [P Address and Shared Folderappear
as shown below.

= LI AU D T S naege it LOns ok

Ervam Dplow belp

il T asrooe. Ll unommais

= tmet

© i Kew Honager Qroop {:} MNew Manager Group
Eﬁ. Tehie
Gulhoriced dawras M AnmCAre
E E ook St

Cnaegs M s 2 1P d g, .

&1 v ndoss fge-t Sroos
1 Doz in cantr o2+ Grocp - i Fokda: S=ttngs .
Hermhar Sa—+ar Smuz E

1 Woekstatios Crosg
SIERT o fas-F Smnns

i [ dudtEbGesiors

I v Saddes 3o zbe U s ELUELAMCEFLME S T an &

1. Click on the Share Folder Settings option to display the Shared Folder Settings windows shown
below:




Shared Folder Settings E2 I

Brimary Manager : bl-lta

—Shared Folder

Path II::I-Ita_Linux

—Primary User

Username Ihlcarp&sli
Passwurd I***********
Confirm Password I***********

I Secondary User

Username I

Password I

Confirm Password I

(0] 4 | Cancel Help

1. Enter the username prefixed with the domain name or machine name.
2. Enter Password.
3. Click OK.

NOTE

The shared folder displayed in the path will be created. This folder will always have the name of the
manager machine concatenated with ‘_Linux’ as the name.

If the manager is in a domain, on clicking OK, LT Auditor+ will assign the necessary permissions for the
user specified. If the manager is not in a domain, and if the user entered does not exist, the user will be
created on the local machine and appropriate rights will assigned to the shared folder.
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Installation of LT Auditor+ on SUSE Linux Machine

In order to install agents, we would need to install the RPM package. Do the following to install the RPM
package:
1. Copy and paste the installation RPM package to the SUSE Linux server. This package can also
be put on a NSS volume associated with the SUSE server as shown below:

- L e G Peannans (e
7 |

* . * ¥ 6O =5

Back » Nl reme Tovpust

= IR EE N mal

— X = . o
o =l _ _

novetecpencL t 2O S 1 e we I

nﬂ- g b

—Tr. Gy

X e v Saven - £
..... —
q’wav Dovn .

L SuRse200 czmvrmvds o nowsbocpereS 1 40 5 o
-
- D
S~
-
-
e RLES ]
:'.ul 1S o teeh
L et LU BN LN R S R U ) )

2. Go to file and click on Open in Terminal and run the following command: rpm -ivh
LTAuditor+OESYYYY—xx.x.x.m-0.x86_64.rpm.

NOTE

The yyyy represents OES version supported. Example: 3015 or 2018
XX.X.X.Im represents version

e - represents LT Auditor+ engine
LTAuditor+0ES2018-18.0.3.0-0.x86_64.rpm (Installs both
eDirectory and NSS engines)
LTAuditor+0ES2018-18.0.3.3-0.x86_64.rpm (Installs NSS audit
engine only)

LTAuditor+0OES2018-18.0.3.4-0.x86_64.rpm (Installs NSS audit
engine only)
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5. Click enter.

B
X

Terminal -t

e Edt Yiew Jerminal Tabs Heb

linux-ss:/media/nss/VOLSONIYA # rpm -ivh --force LTAuditor+9-9.0.335~0.1586.rpm |4
Preparing... EEELECENORANARRRANGUVISSSLS2RCORRANERARERRZ [1000]

1:LTAuditor+9 SELELLNBENURAAAARRQIR e nRONARRRRRREE [100%]
linux-ss:/media/nss/VOLSONIYA £ []

v

After the installation of the RPM package, /opt/bluelance folder is created along with following
subfolders:

e /opt/bluelance/config

e /opt/bluelance/bin

e /opt/bluelance/lib

e /opt/bluelance/log

e /opt/bluelance/inbox
e /opt/bluelance/mnt

e /opt/bluelance/temp

e /opt/bluelance/outbox




bluelance -“f=ile'-Byowser-

=

Fie Go B

g 66 5

@ v @ =

Back | Up Relboad Home Computer

@ @

Places v X Name ¥  Sze Type Date Modified
— [> @ auditdata 3 tems fokder Tue Feb 23 12:06:52 2010
&3} root |
£33 peskiop b @ bin 4items fokler Tue Feb 23 12:06:52 2010
[L.]Fie System 3 @ config 5 items fokder Tue Feb 23 12:06:52 2010
@ Network Servers
— y P @ inbox Oitems fokler Wed Feb 10 20:11:05 2010
Floppy Drive
(&) sU25P2.001 P @ fib 1item folder Tue Feb 23 12:06:52 2010
Eobus - b (5 g Qitems fokler Wed Feb 10 20:11:05 2010
G- :

3 @ mnt 0 tems folder Wed Feb 10 20:11:05 2010
106058
m10‘5,0_53 on (nuff) P @ outhox Q0 items fokler Wed Feb 10 20:11:05 2010
3 @ tmp 0 tems folder Wed Feb 10 20:11:05 2010

9 items, Free space: 5.3 GB

NOTE

When using LT Auditor+ for NSS File System, please ensure that that the Novell Auditing
Engine (Vigil) has been started. If the Vigil module has not been loaded, use the following command to
activate Vigil.

/etc/init.d /novell-vigil start
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Fio Edt View Teminal Tabs Heb

linux-ss:/opt/bluelancesbin # /etc/init.d/novell-vigil start |~
Loading vigil modules... Notifying NCP..., Notifying CIFS...
linux-ss:/opt/bluelance/bin # l

Starting LT Auditor+ Daemons on SUSE Linux

Run the following command.

/etc/init.d/ltaudit.rc start

Starting LT Auditor+ SUSE Agents on SUSE Linux Server for the First Time

When starting for the first time, the LT Auditor+ agents on SUSE Linux will need to:
e Establish a connection to the LT Auditor+ Manager.
® Agent needs to be added to a SUSE Linux agent group on the LT Auditor+ Manager.

Establish a connection to the LT Auditor+ Manager

When starting the LT Auditor+ daemons, for the first time, the user will be prompted for connection
information as described below:

1. Enter LT Auditor+ Windows Manager [P Address: <Please enter the IP address only of
the LTA Manager (e.g., 10.0.3.4).>
2. Enter LT Auditor+Windows Manager Share Name: <Enter the name ofthe share as
discussed above (e.g., machinename_Linux).
3. Enter LT Auditor+ Windows Manager Domain Name: <Enter the Domain name of the
manager. If the manager is not in a domain enter the machine name (e.g.,
BLMANGER).>

4. Enter Username to Access Windows Share: <Enter Username to connect.>
Enter Password for User: <Password>
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This agent is now ready to be added to the SUSE Linux agent group on the LT Auditor+ Manager.

Add LT Auditor+ SUSE Linux Agent to Agent Group on LT Auditor+ Manager

To add agents to SUSE Linux Agent Group, choose one of the following:

1.

B W e

Click on System — New — Add Agent OR

Click on the toolbar icon: Add Agent OR

Right-click on summary view — Add Agent

Right-click on SUSE Linux Agent Group, click Add Agent. The Agent window will be displayed.
Click on the Browse button. The Select Free Agents window will open.
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¢ Select Free Agents

Path : I"-,‘\Windu:uwsZElDS\WindnwsEDDS_Linux
— Machines
Q lir

Einizh LCancel Help

Stopping the LT Auditor+ Daemons

Run the following command to stop the LT Auditor+ daemons:
/etc/init.d/Itaudit.rc stop

Fle Edt View Teminal Tabs Heb

linux-ss:/opt/bluelance/bin # ./ltaudit stop -
Stopping LT Auditor+ Process - id: 14359
linux-ss:/opt/bluelance/bin #
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Uninstalling LT Auditor+ SUSE Linux Package

Run the following command to uninstall:
Rpm -e LTAuditor+OESYYYY-xx.x.x.m-0.x86_64

‘ NOTE YYYY-xx.x.x.m here denotes the current version of LT Auditor+ SUSE Linux installed.

Teamralal 0o .x
e DM Yew JTemda Tabs e

Linux-ua: ‘sedin/ o /VOLSONIYA ¥ 12 <o LTAuditor+0-9.0.335-0. 4586 -
Lamux-as: /sedio/nas/NOLSONIYA ¥ U




APPENDIX A

Creating a Database
Overview

This appendix is intended to help LT Auditor+ users create the two databases necessary to run LT
Auditor+. These step-by-step instructions do not encompass all available information on database
creation. Should you need more information on SQL database creation, please access the following link:
http://support.microsoft.com. For more information on creating an Oracle database, access:
http://www.orafag.com. You may also contact Blue Lance customer care services with questions or
concerns.

LT Auditor+ supports the following databases:

> Microsoft SQL (2014/2016/2017/2019)
% Oracle (9i, 10g,11g,12)

Creating and configuring an LT Auditor+ Database is done in the following four stages:

Creating the database

Creating database objects

Setting access permissions

Setting up database maintenance jobs

B W

Two databases will have to be created for LT Auditor+. We call these the production database and the
archive database. The production database hosts audit data for a period of time, usually 30 days, after
which older data is moved to the archive database. The archive database hosts audit data for a longer
period of time, usually 60 days. The number of days each database can hold data is configurable.

*NOTE MSSQL Server Agent must be configured for auto-start to ensure archive job can run.



http://support.microsoft.com/
http://www.orafaq.com/

LT Auditor+ Database on Microsoft SQL Server

Creating a Microsoft SQL Database

1. From the Start menu, select Programs — Microsoft SQL Server — SQL Server Management
Studio. SQL will prompt you to connect to the database engine.
2. Click Connect.

3. Once you have accessed the Management Studio, right-click on the database node in the left pane
of the studio.

Fhe rdt Yew Took Wrdow  Commuity  Help

Newoery [ o ith (5 o R
a o

Summary - X
omiisle BT lzas F=ld
L 10.0,8.5(50 Server 0,139 - LTAudher)
= o BLUE-YSEEFCKNDE |00 Seevir 9.0.1300 - FLINC\mhaan) J Databases
= i
&3 5v§ll BLUE-FSEEFCN2EDatabasss & Rtenfz)
= bsa phpach,
@ (] 033 pestoraCutabuse.
= B pestors Ales ard Flayeups. . Nare
& i o8 R A Systam Delabeses
s " A Diksbase Snapshots
= O3 Seorky | dwebess
L leors
& (3 Server Rokes : 1 :::"'
& [ Oredentaks J
® 3 Servar hits rse
£ 3 Rephanon
M
& | fwbficaton Senizes
[ 544 Sarver ek (Agent 4% dreblad)
£ >

Ready

e -
4 start B ke - Wioesitout,. | M2 wrdows Eplore - 4 dhss- Fart
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4. Select New Database.

§ H[=1 E3

New Database

A Gerneral

@' 26 Seript + 13 Help

A Dptions

_'%-4 Filegraups D atabaze name:

Owner.
™ Use fulltext indexing

[ratabaze files:

JLT Awiditor+

|<default>

Lagical Mame I File Type I Filegraup

| Initial Size (MB) | Autogrowth

LT Auditor+ Diata
LT &uditar+ ... Log

Serven
LTAUDITOR

Connection:
BLINCAtauditor

27 Yiew connection properties

Feady d I

PRIMARY 2
Mot Applicable 1

By 1 MB. unrestricted growth
By 10 percent, unrestricted growth

i

Add | Bemove |

o ]

Cancel |

%

To configure the database, specify:

» Name of the database

» Owner - Set as <default> unless you would like to specify otherwise.

> Initial size (MB) - Blue Lance recommends the following guidelines to determine the initial database

size:

Number of Audited Servers

Database Size

Log File

< 25 Servers

500MB

(1/5th database size)
100MB

> 25 Servers

1-5GB

200MB - 1GB

> Auto growth - Leave the default setting (10%)
% Path - Check with your DBA to select a path for data files other than the default path.

5.
studio.

Click OK to create the database. Your new database should be displayed in the left pane of the
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Creating Database Objects

To create database objects for the LT Auditor+ database, the object creation script that ships with LT
Auditor+ will have to be run. This script will need to be run using the SQL Query Analyzer as described
below.

Select New Query in the toolbar seen in the upper left corner of the Microsoft SQL Management
Studio.

E.. Microsoft SOL Server Management Studio

Fle Edt View Query FProject Tools Window Community Help

[ wew query] | (3 | i £ 5 | G5 bl @ B (B) B2 B3 %
———r e

% i o] - | 1 Exeare AR AL N= e sTR=R=NE: X

R
Object Explorer >3 X BLUE-Y35BFQKN...SQLQueryl.sql  Summary -
Comect~ 43 m [3 |
@ [ 10.0.4.5(50L Server 90,1393 - LTAudkor) -
(= |y BLUE-Y35BFQKN25 (SQL Server 9.0.13%3 - BLINCYmhaun)
= [l Databases
® [ System Databases
# [ Database Snapshots

® [ Synonyms
% [ Programmabilty
& [ Service Broker
% [ Storage
= [ Security
= (3 Users
A &0
|8 quest
B, INFCRMATION_SCHEMA
& s
B ena
# [ Roles
& [ Schemas
# [ Asymmetric Keys
# [ Certificates
® [ Symmetric Keys
= [ Security
# [ Loghs
® [ Server Roles
+ [ Credentials _
® [ Server Objects 2 -~
@ (3 Rephcation | | & Connected BLUE-Y35BFOKNZE (3.0RTM)  BUNCwnhaun(52) DB OO:0G00 | 0rows

Ready ni Col 1 Chi NS

!4 start 18] trbox - Microsoft Out... | B 2 Windows Explorer v i dbss4 - Paint 3 1 ver ... B T &) B o

Locate the object creation script if you are creating the production database or the archive object
creation script if you are creating the archive database. These scripts can be found in the LT
Auditor+ CD or from www.bluelance.com.

Open the production database script from the following folder:

\Database Scripts\Microsoft SQL\Production Database Scripts\ObjectCreationScript .sql
—-OR-

Open the archive database script from the following folder:

\Database Scripts\Microsoft SQL\Archive Database Scripts\ArchiveObjectCreationScript.sql
After selecting the proper script, SQL will prompt you to connect to the database engine again. Click
Connect.
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5. From the top left corner of the studio screen, select the new LT Auditor+ Database from the drop-
down list next to the Execute button.

Note: Please be sure to select your new database from the drop-down menu before running the script.
SQL will revert this setting to master after opening the file containing the script, but it must be set to your

new database in order to properly run the script.

6. Click the Execute button to run the script.

.. Microsoft SQL Server Management Studio

File Edit View Query Project Tools Window Community Help

AMewauery [ hG S D S gk

3 =] 2B e e s [EElen (— 9 gm
T [t el = T W2 K TR D DENDI S 2 FE
| Object Explorer = % X | BLUE-Y3SBFQKN...tionScript.sql | ELUE-Y3SBFQKN.. 5QLGueryl.sal | Summary - %
Connects 43 w3 if ewists (select 7 from dbo.sysobjects where id = object_id (N' [FE_Rem—d
ALTER TABLE [thlsysFrrRemovableDevice] DROP CONSTRAINT FE_RemovableDev
= [ BLUE-Y3SBFQKNZ6 (SQU Server 9.0,1399 - BLINCYwhaun) co -
= [ Databases
@ (3 System Databases
@ 2 Databass Snapshots if exists (select * from dbo.syscbjects where id - cbject_id(N' [FE_Rpt
% [ detebase ALTER TABLE [thlrptRptcats] DROF CONSTRAINT FE_RptCats RprCacs
=08 6o
® [ Database Diagrams
® (3 Tables if exists (select * from dbo.sysobjects where id = cbject_id(N' [FE_RPT
[ Views ALTER TABLE [thlrptRptQueries] DROP CONSTRAINT FK_RPTQRY_RPTCAT
@ [ Syranyms: o
® [ Programmability
@ (3 service Broker if e=xists (select * from dbo.sysckjects where id = object_id(N'([FE_Rpt
& (3 Storage ALTER TABLE [tblrptRptEntities) DROP CONSTRAINT FK_RptEntities RptEnti
& (1 Security GO
@ | J Maggie
w |4 moa if exists (select * from dbo.sysckbjecta where id = cbject_id(N'[FE_Rpt
@ Lf mee ALTER TABLE [thlrptRptQueries] DROP CONSTRAINT FE_RptQueries_RptFiles
@ [ Security o — =
@ [ Server Objects
@ [ Reglication
& [ Management if exists (select * frow dbo.sysobjects where id = object_id(N'[FE_Rpt
@ 0@ NotHication Services ALTER TABLE [thlrptRptStatements] DROP CCNSTRAINT FE_RptStatements_Rpt
[ SQL Server Agent (Agent XPs disabled) GO
if exists (select * from dbo.syscbjects where id = cbject_id(N' [FE_RPT
ALTER TABLE [thlrptRPTEmailCC] DROP CONSTRAINT FK_RPTEmailCC_RptQuerie
GO
if exisrs (select © frow dbo.sysobjects where id = object id(N' [FE_RPT
ALTER TABLE [thlrptRPTEwailTo] DROP CONSTRAINT FE_RPTEmailTo_RptQuerie
GO
b
< >
& Connected. BLUEv35BFOKM2E [SORTM)  BLINC\mhaun(S3] | DB 0O0C00  Orows
Ready tni Col 1 chl 5

*J start [B] tnbox - Microsoft Out... DY Appendix C - M . f i untitled - Paint nYeLT § 10:21 AM

This completes the creation of database objects for the LT Auditor+ Database.
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Setting Access Permissions

Database access permissions are needed for the following LT Auditor+ applications:
> LT Auditor+ Manager - Permissions are required to insert audit data into the database
¥ LT Auditor+ Report Generator - Permissions to run reports
» LT Auditor+ Manager Console - Permissions to configure LT Auditor+ settings

The following steps describe how to set up permissions for all LT Auditor+ applications:

1. Expand your New Database node, and then expand the Security node. RRight-click on the Users node.
Select New User.

®.. Microsoft SQL Server Management Studio

File Edit WYiew Tools Window Community Hep
Avencen | 023 B0 EASBEARES,

Q L v 1 X - Summary - X
Connect~ | #2 m [ T @& T S| o
& | 10.0.4,5(50L Server 9.0,13%% - LTAudkor)
= | b BLUE-Y3ISEFOKAZE (SQL Server 9.0, 1399 - ELINCimhaun) |
i= 3 Databases U Users
# [ Svstem Databases BLUE-YISBFOKNZE\DatabasesiDB| Securitylsers 4 Item(s)
3 [ Dakabase Snapshots
% [ database .
# | J) Maoge Mame Created
# () MOB [ dbo 4/8/2003
d [ me | quest. 4/8/2003
= () o8 | &, INFORMATION_SCHEMA 10/14/2005
@ [ Database Disgrams [ Bysys 10/14/2008
# (3 Tables
& [y Views
& 3 Synonyms

& [ Programmabilty

& [ Service Broker

& g Storage

= 3 Securky
=3

- v
B Refresh
& [ Role:
& [ Schemas
) [ Asymmetric Keys
® [ Certificates
1 [ Symmetric Keys
=1 [ Security
3 [ Logins
[ Server Roles
[ Credenvisls
&1 [ Server Oblects
i# (3 Replication
# (3 Management
i [0 Motfication Services
|1 5QL Server Agerk (Agent XPs disabled)

Ready

B 7 %) B 001
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_' Database User - New E]

j;q Securables
g‘ Extended Properties Lser name: |ana |
(& Login name: |ana | E]
| |
| |
Default schema: |db0 | E]

Schemas owned by thiz user:

Owned Schemas ~
db_ddladmin
db_derwdatareader
db_denydatawriter
db_owner
db_securityadrnin
]
Server .
BLLIE-v35BFOKMN2E D atabase rale membership:
Connection: fislebembe s _
BLINChmhaun [0 db_datawriter
_‘!} “Wigw connection properties (1 db_ddladmin
[ db_denydatareader
[ db_denydatavriter
db_owner
Ready db_securityadmin
v

Ok ] [ Cancel

2. Fill in the username and login name. If you want to give this new user full permission to access LTA+,
set the default schema to DBO. Then, in the field labeled Schemas owned by this user, check the box
next to db_owner. In the field labeled “Database role membership,” check the box next to db_owner.

3. Click OK.
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Configuring Maintenance Jobs

1. Under the SQL Server Agent node in the left pane of the SQL Management Studio, right-click on
Job and select New Job.

K. Microsoft SQL Server Management Studio

File Edt View Project Tools ‘Window Community Help

Snewouery | [y o i B (3 T B BB

Cldilini DL S i

¥ [ System Databases
(3 Database Snapshots

- £
 BLUE-Y35BFQKN... SQLQuery3.sql | BLUE-Y3SBFQIN... 5QLQuery2.5al

- X
Comnect~ | @3 m ] T USE [LTA Archive] |
4 GO
= |3 BLUE-VISEFQKNZE (SQL Server 9.0,13%9 - BLINCimha . .
I'd * (5 Server mhaun) /TE53% Object: StoredProcedure [dbol.[wsysa ArchivehllData)] Scrip
1=l (3 Databases

SET ANSI NULLS ON
GO

& [J dotabase SET QUOTED_IDENTIFIER OFF
# | 0B GO
# | )| Magge
% [ moo CREATE PROC (a0l
® |J mss ibaysOld_ int,
= | LTA Archive ourceDatabaseName _ varchar {30] .
# [ Database Diagrams FDeleteData bit = 0,
& [ Tables ESourceSchemaName varchar (30) = 'dbo'
@ [ Views AS

@ 3 Synonyms EXEC usysa ArchiveReportSettings @SourceD 2o
@ [ Programmabilly = L

# [ Service Broksr
@ (3 Storage

BEGIN TRAN
EXEC usysa_ArchiveADAData @DaysOld_, BScurceDatabaseMams_, BSource

3 securty IF @DeleteData = 1
[ [ Securlty
r BEGIN
@ [ Server Objects
& A Repication EXEC usysa_DeletelDAData (@DaysOld , ASocurcebatsbaseName
& [ Management COMNIT TRAN
# ) NobFication Services EBD
B (1} SQL Server Agent ELSE
=0 COMMIT TRAN
A
] 00 A panage Schedules BEGIN TRIN
@ L3 Alerts  Manage Job Categories EXEC usysa_krchiveATAData BDaysOld , BSourceDatabaseName , BSource
# (3 Oper: IF @DeleteData = 1
® [ Proxk  View Hstory BEGIN
& (3 Error EXEC usysa DelerelTiData @DaysOld , @SourceDatabaseName
COMHMIT TRAIN v
< 3

iﬂ Connected. BLUE-Y35BFQKN2ZE (9.0 RTM] BLINC\mhaun [54)  LTA Archive  00:00.00 0 rows

T LTa+ Templat... B 7 & 8] 11:1040

2. The General page will be the first to open in the New Job window. Specify the name of the new job
and its owner. Leave the category as default. Write a description of the new job in the description
box.

| LT Auditor+ Installation Guide



EE New Joh FEX

S ;General 5 Script - u Help
Eﬁ Steps
A Schedules Harme: |Archival and Deletion Job |
A Alerts )
A Motifications Loeen |BLINE\mhaun | D
44 Tagets
- Lategory: | [Uncategarized [Local]] w | D
Description: Archive data from LTA+ production database to archive database.
Delete production database data.

Server
BLUE-Y35BFOKNZE Bt
Connection:
BLIMChmhaun
2 View connection properties

Feady

[ (]S ] [ Carcel ]

w

Next, click on the Steps page in the “Select a page” area of the job properties box. Click New.

4. In the Job Step Properties window, name the step you are about to create. Leave the type as

Transact SQL script (T-SQL). Under Database, select the archive database that you have already

created from the drop-down menu. In the command window, begin by typing in the following:
EXEC usysa_ArchiveAllData

@Days0ld_= * — In place of the asterisk, enter the number of days old the data you are
archiving should be before it is moved from the production database.

@SourceDatabaseName_= ‘ *’ — Instead of the asterisk in the single quotes, type the
name of your LTA+ production database.

@DeleteData= * — If you were to enter 1 in this field in place of the asterisk, the data
archived would then be deleted from the production database. If 0 were entered, no would
be deleted.

@SourceSchemaName_= ‘ * ‘ — Instead of this asterisk, type the name of your database
schema.

An example of this sequence with all of the fields filled in with common values is as follows:
EXEC usysa_ArchiveAllData
@Days01d_=30,
@SourceDatabaseName_= ‘LTA Production’,
@DeleteData= 1,
@SourceSchemaName_= ‘dbo’
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Job Step Properties - Archive and Delete

Select a page
General
Advanced

‘Archwa and Delete |

Tupe:
| Transact SAL seript (T-50L) |
Bun as
\ v
Database. LT tnchive v|
. EXEC usysa_AchiveslD ata
izt EDapslid_- 30
(@5 ourcel) atabaseM ame_= 'LTé Production’
— @5 ourceSchemat ame_= 'dbo*
Select All
BLUE-Y358FOKNZE Eavte
BLINChmhaun =

3 View connection properties

Ready

EE Job Properties - Archival and Deletion Job

Select a page g Y
cript * | Hel
General ‘;S P P

Steps )
2 Schedules Jdob step list:

St..  Mame Type On Success | On Failure

Server
BLUE-v35BFUKN2ZE

Corection
BLINCYymhaun

4 Wiew connection properties

+ ¥

Ready

Mew. Inzert... Edit Delete

5. Click OK. Then, under the Job Properties window, select the Schedules page. Click New.
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EE Job Properties - Archival and Deletion Job IZIIEIEI

Select a r . o
Script Hel
2 General S serpt - [ Hele

Schedule Jist:

2 Natifications 10] Mame Enabled | Description

1A Targets

Connec

Server
BLUE-Y35BFOKNZE

Connection:
BLINC\mhaun

2§ View connection properties

Feady < >
[ Hew. [ Pick.. |

The Schedules page would contain the following:

1.
2.

Name your new job schedule.

Choose Recurring as the Schedule type if you want this job to run automatically at a scheduled
interval.

Choose the frequency with which you would like the job to occur.

When selecting a daily frequency, you may choose to have the job run either every one day,
every two days and so on by changing the number in the box next to “Recurs every.”

Under the “Daily frequency” section, you may choose to run the job once a day or once every
several hours, starting and ending at chosen times depending on your company’s needs.

When running the job once daily, most users choose to configure this job to run at a time when there
is little to no activity in the enterprise.

Averbal description of the schedule you have configured will show in the bottom of this window under
the heading Summary. Once the job schedule has been configured to your needs, click OK.
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New Job Schedule

Hame: |archive and delete schedule |

Schedule type |Hecurring v| Enabled

[/ om0 v] 1me:  [ri3i50am 2]

Occurs: | Diaily 3 |

Recurs every: day(z]
D aily frequency
(#) Oceurs once at: 0000 &M 2

) Ocours eveny: l:l Starting at: I:I
Edngat  [115959PM <]

Frequency

Diuiation
Stat date: 1/ 92008 v O End date: [17 92008 |
(#) Moend date
Summary
Description: Oeccurs every dap at 1:00:00 AM. Schedule will be used staiting on 1/9/2008.

k. H Cancel H Help

8.1n the Job Properties window, click OK. The new job will take a moment to be saved, and the window
will close. In the Management Studio, your new job should appear in the left pane under the Jobs
node.
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EE Job Properties - Archival and Deletion Job

Seloctapags 5 script = [ Help

Schedule list

([} Mame Enabled | Description

2 Moatifications
archive and delete schedule Yot Dceurs every day at 1:00:00 AM. Sche

LA Targets

| Connection ______
Server,
BLUE-Y35BFQKNZE
Connection
BLINC\mhaun

4 View connection properies

Ready A (i | b

New il Pick il Edt ][ Remove |
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Configuring Maintenance Jobs Using SQL Server Express

To configure a scheduled maintenance job in SQL Server Express, you must create a batch file that will be run
by Windows Scheduler. This process begins by creating a text file that includes the job information necessary
to archive data from the production database to the archive database and delete from the production database
if desired. You will then create a batch file containing that sequence of switches necessary to run the stored
procedure in the text file in SQL Express through a command prompt. That batch file can then be configured to
run on a regular basis through Windows Scheduler, thus regularly running the maintenance job.

1. Create a text file named sql.txt in the Notepad application.

I sql.txt - Notepad

File Edit Format Yiew Help

EXEC usysa_archiveallDbata
Bsourceschemamame_ = ‘dho’,
@BsourceatabasenMame_ = ‘'LT_auditoos',
@oeletebata = 1,

BOays0ld_ = 30

SQL.TXT
The sql.txt file should contain the following information:

EXEC usysa_ArchiveAllData

> @SourceSchemaName_= ‘ * ‘ — Instead of this asterisk, type the name of your database
schema.

# @SourceDatabaseName_= ‘ * ’ — Instead of the asterisk in the single quotes, type the
name of your LTA+ production database.

# @DeleteData= * — If you were to enter 1 in this field in place of the asterisk, the data archived
would then be deleted from the production database. If 0 were entered, no data would be
deleted.

» @DaysOld_= * — In place of the asterisk, enter the number of days old the data you are
archiving should be before it is moved from the production database.

An example of this sequence with all of the fields filled in with common values is as follows:

EXEC usysa_ArchiveAllData
@SourceSchemaName_= ‘dbo’,
@SourceDatabaseName_= ‘LTA Production’,
@DeleteData= 1,

@Days01d_=30
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Save in: ‘ @ Desktop ~ Q 3 3 -l S
Y ﬂMy Docurnents
L 23 :J My Computer
My Recent ‘gMy Metwork Places
Documents |[C)DE screen shats
- (important documents
=
L CsaL
Desktop ) st
My Documents
My Computer
- File harme: |sql.txt b | [ Save 1
My Network | Save as twpe: | Text Documents [*tat] “ | [ Cancel ]
Encoding: | anst v|

2. Create a batch file named sql.bat in the Notepad application.

& Untitled - Notepad

EEX
File Edit Format Vew Help

sglamd -E -d “LTA Archive" -i "c:\Documents and Settingsimhauni\besktopisql.txt'| |

SQL.BAT

This is the sequence of switches for the SQL batch program:

sqlcmd -E -Sblue-labsqlexp01 -dlt_archive90 -ic:\sql.txt

Individually, these switches are as follows:

sqlcmd — This is the command that runs the process.

-E — This is the command that runs the process with NT Integrated security so no username or
password is required. Should you want to use username and password security, substitute the
switches -U and -P, followed by your username and password respectively.
-SSQLserverName — Enter -S then your sql server name using no spaces.

-dDatabaseName — Enter -d then the database name using no spaces.

-IC:\SQL.TXT —This is the path for the text file (sql job script).
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Enter -I then the path using no spaces. Blue Lance recommends keeping the path very
simple.

Savein: | 1) SOL 3| ¥ v -

[£] sql.bxt

5
1 1';’

My Recent

Documents

Vs
&

Desktop
My Documents

3
My Computer

‘) File name: sql.baf v Save I

]
My Network | Save as type: Text Documents (*txt) v

Encoding: ANS| v

3. This sequence will be run from the command prompt window, so to test for syntax errors and ensure
that the sequence runs properly, copy the sequence from your batch file and paste it into the command
prompt.

4. Press enter to run the sequence. The following should appear, if the sequence is entered, and run
properly:

¢+ Command Prom

icrosoft Windows XP [Uersion 5.1.260681]
(C) Copyright 1985-2681 Microsoft Corp.

:\>sglemd —E —d “LIA Archive" —i "C:\Documents and Settings\mhaun\Desktop\sgl.t
PN
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¢+ Command Prompt

(@ rows affectedd

(@ rouws affectedd
GPA Data earlier than Dec 12 20867 :20:693P will be deleted

(B rous affectedd

Data earlier than Dec 12 2807 3:48:20:693P will be archived
rous affected)

rous affectedd
Data earlier than Dec 12 2807 3:48:20:693P will bhe deleted

(B rouws affectedd

(B rouws affectedd
TA+ Processed Data earlier than Dec 12 2807 3:48:20:693P will be archived

(@ rouws affectedd

(@ rouws affected>
LTA+ Processed Data earlier than Dec 12 2007 3:48:20:693P will be deleted

(B rous affectedd

(B rous affectedd
INEL. Data earlier than Dec 12 28807 3:48:20:693P will be archived

(@ rouws affectedd

(@ rouws affectedd
INEL Data earlier than Dec 12 2087 3:48:20:693P will he deleted

affectedd

affectedd
Data earlier than Dec 12 2887 3:48:208:693P will be archived

affectedd

affected)
Data earlier than Dec 12 20807 3:48:20:693P will be deleted

affectedd

affectedd
Data earlier than Dec 12 2887 3:48:20:693P will be archived

(@ rouws affectedd

(@ rous affectedd
RDA Data earlier than Dec 12 2007 3:48:20:693P will be deleted

(B rouws affectedd

5. Once you have created both batch and text files successfully, open Windows scheduled tasks.
Double-click on Add New Task to start the wizard. Open the file name for the SQL batch program.
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7. Select the time the batch will run. Click Next.
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8. Enter avalid username and password that will allow access to the batch file.
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9. Ifcreated correctly you should see a scheduled job entry as shown in the window below.

| Fle Ede View Favortes Took Advanced Help

-ls)x
| &

Iobazk 25 ’7|psm | Folders ||5 ¥ X H’|-‘\ﬂmmm

| Address |4 scheduled Tasks Ei-E

[ [ schedule [ st Run Time [ Last Run Time | Status [ LastResuit [ Creator [

&sdl L1110 AM every . LLIOO0DAM ... Mever

0x0 MPACK
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Creating the Database

Oracle

Create the database that will be used for LT Auditor+ for Windows 9.0 using the Database
Configuration Assistant. For help, please contact your Oracle DBA.

Setting Access Permissions

1. Click on the database. The following screen will pop up:

%% Database Connect Information lq

OnracLe ENTERPRISE MANAGER

Usemame: |

Password: |
Service:  [LTA9DB BLTRAINZ_2K3AD.COM |

Connect as: | Normal -
[~ Save As Local Preferred Credentials

( ok | cancel |  Heb |

2. Connect to the database using the System account and connect as SYSDBA.

atabase Connect Information 1 5‘

ORracLe ENTERPRISE MANAGER

Usemame: |system

 Password: ek

Service:  |LTA9DE BLTRAINZ_2K3AD.COM |
Connectas: [BYGDBA -
[~ Save As Local Preferred Credentials

( ok | cancel |  Hen |

3. Click on the database; go to Security — Users — Create.
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G Network

O Databases EXPIRED & LOCKED 13-Nov-2008 SYSALX

\ @ LTha BLTRANZ_2K3AC 5 EXPIRED & LOCKED 13-Now-2008 SYBALX
BLTRAING ] OPEN SYBALN
>3 LTABC. BLTRAINZ_2K3 EXPIRED & LOGKED USERS

4 LTAGDB BLTRAINZ_2K EXFIRED & LOCKED 13-Now-2006 SYSALM
L insance 5 EXFIRED & LOCKED 13-Now-2008 SYSALX
EXPIRED & LOCKED 13-Now-2008 USERS
-4, 5chema EXPIRED & LOCKED 13-Now2008 SYSALX
OPEN SYSAUX
EXPIRED & LOCKED 13-Now-2008 SYSALK
EXPIRED & LOCKED 13-Now2006 SYSALY
EXFIRED & LOCKED 13-Now-2006 SYSALN
EXPIRED & LOCKED 13-Now-2008 SYSTEM
OPEN
EXPIRED & LOCKED 13-Now2006 USERS
SCHEMA EXPIRED & LOCKED 13-Now-2008 SYBALX
OPEN SYESTEM
SYEALY
SYSTEM
EXPIRED & LOCKED 13-Now-2008 SYSAUX
EXPIRED & LOCKED 13-Now-2008 SYSALX
EXPIRED & LOCKED 13-Now2006 SYSALX
EXPIRED & LOCKED 13-Now-2008 SYBALX
EXPIRED & LOCKED 13-Now-2008 SYSALK

=10l x|
RACLE

DEFALT
FAULT
MONITORING_PROFIL
FALLT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

DEFAULT
DEFALLT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFALLT
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5. Go to the Role tab and give the user the “Connect” role.

#¢ Oracle Enterprise Manager Console Ej@@
Eile ator Ohject To [ uration Help ORACLE
Enterprisefanager
- Mebwork
S DDatabases -
1 Availahle:
FReLTev8_10.00565- sysman AQ_ADMINISTRATOR_ROLE
FBinstance AG_USER_ROLE
i Schema AUTHENTICATEDUSER
-}&Securiw COMNMECT
é}DU o CTHAPP
3815 :

DBA
-faAnonToUs DELETE_GATALOG_ROLE

AR DMUSER_ROLE
o-fla CTHEYS DM_CATALOG_ROLE

- & DESNNP EJBCLIENT
EXECUTE_CATALOG ROLE
o-§aDIF

$ | |EXP_FULL_DATABASE
aDMEYS :

oo EXFSYS : i] ﬁ]
> MDDATA 0

8

E

E

E

E

E

E

& 3

- JaMDETS | Admin Option Defauit
B ) MOMT_VIEW CONNECT | x ‘ v
E

8

E

E

E

8

E

E

E

o OLAPSYS

o8 ORDPLUGINS

o2 ORDSYS

> OUTLN

o- & PUBLIC

> 500TT

o-§ S1_INFORMTN_SCHEMA
o- & ovs

o- & SYShiAN

6. Go to the System tab and give the user the following permissions:

Create any procedure
Create sequence
Create table

Create trigger

Create view

O O O O O
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Oracle Enterprise Manager Console =B ‘X\

Elle Newvgator Objlect Tools Gonflguration Help ORACLE
C a = EnterpeseManager
-3 Network

SOpatabases

C-BeLTAVS_10.0.4 65 - sysman ADMINISTER ANY SQL TUNING SET
& @B instance ADMINISTER DATABASE TRIGGER
SR Schema ADMINISTER RESOURCE MANAGER
i Security ADMINISTER SOL TUNING SET

= ADVISOR
éu“'s ALTER ANY CLUSTER
ALTER ANY DIMENSION
ALTER ANY EVALUATION CONTEXT
ALTER ANY INDEX
ALTER ANY INDEXTYPE
ALTER ANY LIBRARY
ALTER ANY MATERIALIZED VIEW

ClRE

V|

Bystem Privilege

CREATE ANY PROCEDURE
CREATE SEQUENCE
CREATE TABLE

CREATE TRIGGER
 |cREATEVEW

el 2 E

Oraclo [nterprise Manager Console

Eile Mavgator Oblect Took o Help

B’ B3 Natwork ‘

- &OIDatansses -

. S LTAVI_10.0 4 65 - sysman | TM ,

{é instance SYSALY “none>

SYSTEN “nure-
TENP “nore=

UNDOTBE! <noner

@S va@

o

8. Go to SQL Plus and log in.
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Creating Database Objects

T Netwark Assecistes
£ rovel (eanca)
G Orade - Oratomss: E reTeE e esant

[ |
b R Grack Chieets for GLE Help
'

b2 ‘Crack COBC Hp.
2 v

B Cotuverts - Nerosit .. l

Once the database is created, run the script from the following location on the CD:

\Database Scripts\Oracle\ObjectScripts.sql

Running this script will create all the necessary tables, stored procedures and views required by LT
Auditor+.

+ Oracle 50L*Plus loix]
Elo Edr Sesch Cptons bl

N
SL=Flus: Release 9.2.0.1.8 - Production on Hon Hov 13 14:ké:58 2006 j
Copyright {c) 1982, 2802, Oracle Corporation. ALl rights reserved.
Connected to:
Oracle Database 18q Enterprise Edition Release 10.1.8.2.0 - Production
with the Partitioning, OLAP and Data Mining options

SOL> @ ey and Settings\ pAOFacle\ObjectsCreationseript . sql|

o of
Wistert| (3 & ) Documert - tosofe .. |[ G Ovacle squophs THEUEND 2eem
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Configuring Maintenance Jobs

The following steps show the processes of running the data archive and deletion script and the delete
archive data script using Oracle 9i or 10g. The archive and deletion script may be run using a set date
range. Please note that when running that script, a public database link must first be created in the archive
database that points to the production database. Alternatively, the database link may be pointed to the
production schema in the same database as the archive schema. You may enter a start date and end date
to specify the archive and deletion parameters. For instance, you may enter the start date as 1/1/2000
and the end date as 7/1/2000; the archive or deletion will begin on your specified start date at exactly
12:00:00 a.m. and will terminate on your specified end date at exactly 11:59:59 p.m. The delete archive
data script deletes archived data when it reaches a certain number of days old as specified in the

executable script.

To run either script on Oracle 10g, please follow the sequence of steps below:

1. Go to Start — All Programs — Oracle - OraDb10g_home1 — Application Development —
SQL Plus

Adminisirator

g Manage Your Server

p—
,\{ Windows Explorer

g My Computer
B’ Contral Pane|

E‘E‘ Administrative Tools
&2 wWindows Catalog
’“ Windaws Update

&5

@ Arcessories

@ Administrative Tools
@ Microsoft OFfice
@ Metwark Associates
@ Mowel (Commaon)

r r v vy v v v

@ Startup (53
@ WMware 3 @ Oracle Data Provider For JMET Readme
& Internet Explarer Configuration and Migration Tools  » g Oracle Objects for OLE Class Library Help
@ Outlook Express Inteqgrated Management Tools 3 5 Cracle Objects for OLE Help
‘_; Remote Assistance Oracle Installation Products 3 @ Cracle Objects for OLE Readme

All Pragrams Plri Oracle - Oral el ¥ @ Release Documentation @ Oracle ODEC Help

"4 ©ra0LEDE Readme

Log OFff @ Shut Down

| start | |

2. This will direct you to the Log On screen, where you will need to enter the username,

password and host string that has privileges to the schema.
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+ Dracle SQLPlus HEIEI
fie [k o >

Cptions  Help
User Name: system
Password: [rr—
Host String: archive|
oK Cancel ‘
Al [
st | 101z an

3. Once you have logged on successfully, SQL Plus will connect to the database and allow you
to type in the executable procedure that will run the archive and deletion script.

# Oracle 5QL*Plus (O]
Eile Edit Search Options Help

=
SQL*Plus: Release 18.1.8.2.8 - Production on Tue Sep 18 12:22:33 2087 j
Copyright {c) 1982, 2004, Oracle. All rights reserved.
Gonnected to:

Oracle Database 18g Enterprise Edition Release 18.1.8.2.8 - Production
With the Partitioning, OLAP and Data Hining options

=

Al oz

4. Type in this executable procedure to copy data from the production database to the archive
database and delete the copied data from the production database:

EXECUTE USYSA_ARCHIVEALLDATABYDATE ('01-Jan-2007’,’01-Feb-2007’,LINKTOLTA’,1);
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& oOracle SQL*Plus =] E3
File Edit Search Options Help

-
SQL=Plus: Release 18.1.8.2.8 - Production on Tue Sep 18 12:22:33 2007 :j
Copyright {(c) 1982, 2804, Oracle. All rights reserved.
Connected to:
Oracle Database 16g Enterprise Edition Release 18.1.8.2.8 - Production
With the Partitioning, OLAP and Data Hining options

SQL> EXECUTE USYSA_ARCHIVEALLDATABYDATE ('01-Jan-2007','01-Feb-2007",'LINK2LTA",1);|

Al oy

To perform the same function using age of data as the defining parameter, type in the following executable
procedure:

EXEC usysa_ArchiveAllData

DaysOld_=>*, — In place of the asterisk, enter the number of days old the data you are archiving
should be before it is moved from the production database.

SourceDatabaseName_=>‘*’, — Instead of the asterisk in the single quotes, type the name of your
LTA+ production database link.

DeleteData=>* — If you were to enter 1 in this field in place of the asterisk, the data archived
would then be deleted from the production database. If 0 were entered, no data would be deleted.

These parameters may be entered in the list style as shown above or as a string of parameters separated by
commas without their parameter named listed, as shown below:

EXEC usysa_ArchiveAllData (30, 'LTAProd’, 1)
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# Oracle SQL*Plus [_[O[x]

Fie Edt Seach Options Hep
.

SQL*Plus: Release 10.1.0.2.8 - Production on Thu Har 20 14:43:52 2008 :]

Copyright (c) 1982, 20864, Oracle. All rights reserved.

Connected to:

Oracle Database 18g Enterprise Edition Release 10.1.8.2.0 - Production

With the Partitioning, OLAP and Data Mining options

SQL> EXEC usysa_ArchivenllData (38, 'LTAProd', 1)|

-
4 27

To delete data that is a certain number of days old from the archive database, type in the following
executable procedure:

EXEC usysa_DeleteArchiveData (*) — The asterisk represents the number of days that data must
have been stored in the database before it may be deleted.
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Getting Technical Support

If at any time you require technical support on the product, or you have technical support
questions that this document does not cover, you can contact Blue Lance.

CONTACT METHOD ADDRESS OR NUMBER DESCRIPTION

Phone 800-856-BLUE or 800-856- Technical support hours are Monday —
2583 in USA Friday 8:30 a.m. to 5:50 p.m. CST.
+1 713-255-4800 outside USA

Email support@bluelance.com



mailto:support@bluelance.com

Copyright © 2021

Blue Lance, Inc.
410 Pierce St
Suite 300

Houston, TX 77002
800-856-2583

+1 713-255-4800
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