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Overview 

Build21 introduces new enhancements with powerful reporting 

capabilities, and these details are discussed in APPENDIX A. This 

document provides instructions on how to upgrade to Build21 and 

involves upgrading the following LT Auditor+ components: 

1. LT Auditor+ Manager 

2. LT Auditor+ Database 

3. Updating all instances of the LT Auditor+ Management Console 

4. Updating all instances of the LT Auditor+ Reporting Console 

5. LT Auditor+ Windows Agents in the environment 
 

Prerequisites 

• LT Auditor+ 2013 – An upgrade to Build21 is only permitted if your 

current version is LT Auditor+ 2013 or newer. If you are on a prior 

version, either upgrade to LT Auditor+ 2013 or please contact Blue 

Lance for other options. 

• Database Rights – To upgrade the database the user must have ‘dbo’ 

or full rights on the LT Auditor+ production and archive databases. 

• System Rights – The user performing the upgrade on the LT Auditor+ 

Manager must have administrative rights. 
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Build21 Components 
 

When you download and extract the Build21.zip file, please make sure that 

the following files and folders exist. 
 

Component Description 

Database Scripts Database Scripts Folder 

Setup_MC_x64.exe Management Console (64 bit) 

Setup_RC_x64.exe Reporting Console (64 bit) 

Setup_SMF_x64.exe Security Management Framework (64 bit) 
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Upgrading the LT Auditor+ Manager 
Follow the steps below to upgrade LT Auditor+ Manager. 

 

1. Copy the Build21 component files to a temporary folder on the LT 

Auditor+ Manager machine. 

2. Run LTUpgrade.exe to launch the following screen. 
 

 

3. Click OK to start the upgrade process and update the LT Auditor+ 

Manager. The user will be prompted for further input from the 

following screens. 
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4. Click Next to continue. 
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5. After the update, the following screen will appear to prompt for the 

database upgrade. (This screen will only appear for Microsoft SQL 

databases.) 
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6. Select Yes and click on Next. 
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Please provide the credentials to the database and click Next. 
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7. Ensure that the production and archive database names are correct 

and click Next to upgrade the databases. 
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8. Click Next and then Finish to complete the upgrade. 
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9. If the LT Auditor+ Management Console is installed, a prompt will 

appear to approve the upgrade as shown below. 
 

 

 
 

10.  Click Yes to continue and follow instructions on screen to 

complete the upgrade. 

 
11.  If the LT Auditor+ Reporting Console is installed, a prompt will 

appear to approve the upgrade as shown below. 
 

 

 

12. Click Yes to continue and follow instructions on screen to 

complete the upgrade. 

 
 

13.  After the installation, the following window will be displayed where 

the user has the choice to set up a connection with a SIEM system. 

If a connection is set up, audit data generated by LT Auditor+ will be 

sent to the SIEM system in real time. 
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14.  To connect to a SIEM system, please follow instructions in the 

table below: 
 

Selection Action Remarks 

Select SIEM 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Select Splunk or any 

other SIEM system 

LT Auditor+ can send 

data to any SIEM 

system. By selecting 

Splunk, Blue Lance 

provides enhanced 

dashboards for 

analytics and reporting. 
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SIEM Integration 

package 

Download the LT 

Auditor+ package or 

app for the SIEM 

This is currently only 

available for Splunk. 

Users can download 

the LT Auditor+ App 

for Splunk and follow 

instructions in the link 
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  to install the app. 

Details are also 

provided in APPENDIX 

C 

Configure SIEM 

settings 

Provide the SIEM 

Server Name or IP 

address and port to 

send audit data. 

Currently the LT 

Auditor+ App for 

Splunk only accepts 

TCP packets. Please 

contact Blue Lance if 

another form of 

communication is 

required. 

Deploy LT Auditor+ 

update to Agent 

machines 

Remotely update LT 

Auditor+ Agents using 

the LT Auditor+ 

Management Console. 

LT Auditor+ audit data 

is sent to the SIEM 

system in real time. To 

ensure that this 

happens, all agent 

  machines need to be 

updated with HF 

13.3.0.8. Instructions 

are provided in section 

Upgrading LT Auditor+ 

Windows Agents. 

SIEM smart 

connectors 

Activate Activating the smart 

connectors will 

  configure the LT 

Auditor+ filters and 

settings to 

automatically send 

audit data to the 

SIEM. 
 

 

15.  After completion the following screen will be displayed: 
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Upgrading the LT Auditor+ Database 
 

Microsoft SQL Servers 

The Microsoft SQL database is upgraded during upgrade of the LT 

Auditor+ Manager discussed above. If you choose to upgrade the database 

manually, you can run the following scripts under the Database Scripts 

folder for the production and archive databases respectively. 

• Database Scripts\Microsoft SQL\Production Database Script\ 

Update Script - ObjectCreation 2013.sql 

• Database Scripts\Microsoft SQL\Archive Database Script\ 

Update Script - ArchiveObjectCreation 2013.sql 
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Oracle 

Updates on the LT Auditor+ Oracle database have to be performed 

manually. The following scripts under the Database Scripts folder should be 

used for the production and archive databases respectively. 

• Database Scripts\Oracle\Production Database Script\ Update 

Script - ObjectCreation 2013.sql 

• Database Scripts\Oracle\Archive Database Script\ Update 

Script - ArchiveObjectCreation 2013.sql 
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Directly Upgrading the LT Auditor+ Management Console 
 

Follow listed steps to upgrade LT Auditor+ Management Console without using 
the LTUpgrade.exe tool. 

 

1. Right-click on Setup_MC_x64.exe and run as Administrator.  

 

2. Click Yes to continue. 



 

Build21 Release Upgrade Guide  18 
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Build21 Release Upgrade Guide  20 

 

 
 

3. Click Finish to complete upgrade. 
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Directly Upgrading the LT Auditor+ Reporting Console 
 

Follow listed steps to upgrade LT Auditor+ Reporting Console without using the 
LTUpgrade.exe tool. 

 

1. Right-click on Setup_RC_x64.exe and run as Administrator.  
 
 

 

1. Click Yes to continue. 
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2. Click Next to continue. 
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3. Click Finish to complete the upgrade. 
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Upgrading LT Auditor+ Windows Agents 
 

Follow the steps outlined below to update all Windows agents to Build21. 
 

1. Launch the LT Auditor+ Management Console and bring the System 

Update window by clicking Options  System Update  Standard. 

 

 

 

 
2. Select the Build21 (21.0.0.0) update and click Deploy Selected 

Update to bring up the following screen. 
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3. Select the Windows agents to be upgraded and click Next. The 

system will check each of the selected agents and will confirm if each 

agent is ready to be updated. 
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4. Click Next to start the upgrade process. Each agent will be upgraded. 

This window can be closed during the upgrade process.  
 

 

 

5. Click Close to complete the upgrade process. 
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APPENDIX A – What is New in Build21 
 
LT Auditor+ Best Practices Panels  

Introducing a set of powerful dashboard panels that highlight network activity 
captured with LT Auditor+, encapsulated into intelligent, easy to use portals that 
assist organizations with improving cybersecurity practices and hygiene. 
 

Auditing of EMC Isilon Network Attached Storage (NAS) Devices   
Introducing new capabilities to audit and monitor Isilon NAS devices. LT 
Auditor+ can effectively handle monitoring of detailed file activity on petabytes 
of storage.  
 

Auditing GPO Policy Preferences 
This release can now comprehensively audit changes to GPO Policy 
Preferences. Group Policy Preferences are a collection of Group Policy client-
side extensions of administrative configuration choices deployed to desktops 
and servers in an Active Directory domain.    
 

Enhanced Access Control to LT Auditor+ Consoles 
Build21 release makes it quicker and easier to grant permissions to access LT 
Auditor+ by allowing Active Directory groups to be added as authorized entities. 
Members inherit permissions configured for the group, making it a breeze to 
manage multiple users with common access needs and privileges. Nested 
grouping is also supported.  

 

      Enhanced Active Directory Auditing Capability  
Complete support of Microsoft Server 2019 and capability to audit 
configurations such as User Passwords set to Never Expire and Unconstrained 
Delegations granted to computers on the network. 
 

Enhanced Email Support 
Build21 fully supports sending LT Auditor+ email messages in real time or via 
scheduled report to Office 365. 
 

Splunk Integration  
Build21 has built integration into Splunk. The LT Auditor+ App for Splunk can 
ingest data from LT Auditor+ and provides dashboards and portals to fully 
leverage audit data generated with LT Auditor+.  
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APPENDIX B – Enhanced Active Directory Notifications 

 

 
Notification with Additional Attributes 

 

 
Build21 provides the capability to alert on additional Active Directory 

attributes for specified events. This is useful as it gives users more 

information about an alerted event. 

For example, if a security administrator is alerted when a user is made a 

member of a group or is disabled, additional details like the user’s full name 

or employee ID or the user’s manager, etc. can be included in the alert 

message. 

These additional attributes can be selected in the Alert tab for the Active 

filter. 

This tab now includes a section called Include Attributes as shown below: 
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To add attributes, check the Include Attributes check box and click on the 

Add button to bring up a list of attributes as shown below: 
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Select the desired attributes and click OK. 



 

Build21 Release Upgrade Guide  31 

 

 
 
 
 

If a filter was configured to generate an SMTP alert when a user is 

disabled, with the additional attributes of displayName, employeeID and 

manager, then the person receiving the SMTP alert will get a message as 

shown below: 
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APPENDIX C – Installing LT Auditor+ App for Splunk 
 

The first step to installing the LT Auditor+ App for Splunk is to download 

the app from 

http://bldownloads.blob.core.windows.net/release/LT_Auditor_App_For_Spl 

unk.zip. 
 
 

 

Extraction of this zip file will reveal the following folders and files: 
 
 
 
 

Folder Name Files Comments 

Single Instance LT_Auditor.spl LT Auditor+ App 

TA-LT_Auditor.spl LT Auditor+ Splunk Add-on 

 

Distributed 

Environment 

LT_Auditor.tar.tz LT Auditor+ App 

TA- 
LT_Auditor.tar.tz 

LT Auditor+ Splunk Add-on 

 

 

Splunk has the following types of deployments: 

 

 
1. Single Instance 

2. Distributed Environment 
 
 

Details to install the LT Auditor+ App for Splunk for each type of 

configuration are listed below. 

http://bldownloads.blob.core.windows.net/release/LT_Auditor_App_For_Spl
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Single Instance 
 

A Single Instance of Splunk is one server providing all Splunk-related 

functionality, namely license server, indexer and search head. This 

type of deployment is used in smaller environments. 

 

 
To install the LT Auditor+ App for Splunk, please follow the steps 

outlined below: 

 

 
1. Log in to your Splunk console. 
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2. Access the Splunk home page. 
 
 

 

 
 
 

 
3. Click on the Apps icon to open Apps screen as shown below: 
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4. Click “Install app from file” to open the screen “Upload an app”: 
 
 
 

 

 
5. Browse to the file “Single Instance\LT_Auditor.spl” and select 

Upload. 
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6. Repeat steps four to six to install the add-on “Single 

Instance\TA- LT_Auditor.spl” 

7. You will now see the LT Auditor+ App for Splunk and LT Auditor+ 

Add-on for Splunk installed as shown below: 
 

 

 

 
8. Click the Splunk icon to switch to the homepage, and you will now 

see the new app — LT Auditor+ App for Splunk. 
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9. Click on LT Auditor+ App for Splunk to get to the LT Auditor+ home 

screen as shown below: 
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Congratulations! You have successfully installed the LT Auditor+ App for 

Splunk. 
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Distributed Environment 
 

A distributed deployment of Splunk consists of several instances working 

together to provide indexing and search head duties. Both the search 

heads and indexers could be clustered as well. 

 

 
Deploy LT Auditor+ App for Splunk Add-on to Peer Nodes 

 

 
1. Connect to the master node. 

2. Extract the contents of the file “Distributed Environment\TA- 

LT_Auditor.tar.gz” to the folder “ /opt/splunk/etc/master-apps” 

3. Run the command “/opt/splunk/bin/splunk” to apply cluster-

bundle to deploy to all peer nodes. 

 
 

The LT Auditor+ Add-on uses a custom index called lt_auditor_idx. Please 

take steps to ensure that this index is replicated across all peer servers. 

 

 
Deploy LT Auditor+ App to Search Heads 

 

 
1. Connect to search head machine. 

2. For nonclustered search heads, extract the contents of the 

file “Distributed Environment\LT_Auditor.tar.gz” to the folder  

“/opt/splunk/etc/apps” 

3. For clustered search heads: 

a. Extract the contents of the file “Distributed 

Environment\LT_Auditor.tar.gz” to the folder  

“/opt/splunk/etc/shcluster/apps” 

b. Run the command “/opt/splunk/bin/splunk” to apply 

shcluster- bundle -target https://<master-node>:8089 -
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force true 
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Deploy LT Auditor+ Add-on to Heavy Forwarder: 
 

 
1. Connect to Heavy Forwarder machine. 

2. Extract the contents of the file “Distributed Environment\TA- 

LT_Auditor.tar.gz” to the folder  “/opt/splunk/etc/apps.” 

3. If there are multiple forwarders, use a deployer to distribute the 

Add- on “TA-LT_Auditor.tar.gz” to all forwarders. 
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